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Updated 2026-04-29 01:13:23 UTC

Source Priority CVE Program / NVD first with legacy fallback

Description The Multicast Source Discovery Protocol (MSDP) implementation in Cisco 10S 12.0, 12.2 through 12.4, and 15.0 through 1

Risk And Classification

Version Source Type
3.1 nvd@nist.gov Primary
2.0 nvd@nist.gov Primary

Problem Types: CWE-400 | n/a

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

Score Severity
7.5 HIGH

7.8

Primary CVSS: v3.1 7.5 HIGH from nvd@nist.gov

Vector

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

AV:N/AC:L/Au:N/C:N/I:N/A:C
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NVD Known Affected Configurations (CPE 2.3)
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Operating System Cisco los 12.4\(1\) All All All
Operating System Cisco los 12.4\(23\) All All All
Operating System Cisco los 12.4\(2\)mr All All All
Operating System Cisco los 12.4\(2\)mr1 All All All
Operating System Cisco los 12.4\(2\)t All All All
Operating System Cisco los 12.4\(2\)t1 All All All
Operating System Cisco los 12.4\(2\)t2 All All All
Operating System Cisco los 12.4\(2\)t3 All All All
Operating System Cisco los 12.4\(2\)t4 All All All
Operating System Cisco los 12.4\(2\)xa All All All
Operating System Cisco los 12.4\(2\)xb All All All
Operating System Cisco los 12.4\(2\)xb2 All All All
Operating System Cisco los 12.4\(3a\) All All All
Operating System Cisco los 12.4\(3b\) All All All
Operating System Cisco los 12.4\(3d\) All All All
Operating System Cisco los 12.4\(3\) All All All
Operating System Cisco los 12.4\(3\)t2 All All All
Operating System Cisco los 12.4\(4\)mr All All All
Operating System Cisco los 12.4\(4\)t All All All
Operating System Cisco los 12.4\(4\)t2 All All All
Operating System Cisco los 12.4\(5b\) All All All
Operating System Cisco los 12.4\(5\) All All All
Operating System Cisco los 12.4\(6\)t All All All
Operating System Cisco los 12.4\(6\)t1 All All All
Operating System Cisco los 12.4\(7a\) All All All
Operating System Cisco los 12.4\(7\) All All All
Operating System Cisco los 12.4\(8\) All All All
Operating System Cisco los 12.4\(9\)t All All All
Operating System Cisco los Xe All All All All
Operating System Cisco los Xe All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms


http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe

CNA Na N/a affected n/a Not specified

References

Reference

Cisco Security Advisory: Cisco IOS Software Multicast Source Discovery Protocol Vulnerability
osvdb.org/80693

Cisco I0S Multicast Source Discovery Protocol Remote Denial of Service Vulnerability

Security Advisory SA48633 - Cisco I0S Multicast Source Discovery Denial of Service Vulnerability - Secunia
Cisco I0S Multicast Source Discovery Flaw Lets Remote Users Deny Service - SecurityTracker

IBM X-Force Exchange

Security Advisory SA48630 - Cisco 10S Multicast Source Discovery Denial of Service Vulnerability - Secunia
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NVD vulnerability detail
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NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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