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The DTLS implementation in GnuTLS 3.0.10 and earlier executes certain error-handling code only if there is a specific relat
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Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Gnu Gnutls 2.10.0 All All All
Gnu Gnutls 2.10.1 All All All
Gnu Gnutls 2.10.1-x86 All All All
Gnu Gnutls 2.10.2 All All All
Gnu Gnutls 2.10.2-x86 All All All
Gnu Gnutls 2.10.3 All All All
Gnu Gnutls 2.10.4 All All All
Gnu Gnutls 2.10.5 All All All
Gnu Gnutls 2.10.5-x86 All All All
Gnu Gnutls 2.12.0 All All All
Gnu Gnutls 2121 All All All
Gnu Gnutls 2.12.10 All All All
Gnu Gnutls 2.12.11 All All All
Gnu Gnutls 2.12.12 All All All
Gnu Gnutls 2.12.13 All All All
Gnu Gnutls 2.12.14 All All All
Gnu Gnutls 2122 All All All
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Application Gnu Gnutls 2.6.1 All All All
Application Gnu Gnutls 2.6.2 All All All
Application Gnu Gnutls 2.6.3 All All All
Application Gnu Gnutls 2.6.4 All All All
Application Gnu Gnutls 2.6.5 All All All
Application Gnu Gnutls 2.6.6 All All All
Application Gnu Gnutls 2.8.0 All All All
Application Gnu Gnutls 2.8.1 All All All
Application Gnu Gnutls 2.8.2 All All All
Application Gnu Gnutls 2.8.3 All All All
Application Gnu Gnutls 2.8.4 All All All
Application Gnu Gnutls 285 All All All
Application Gnu Gnutls 2.8.6 All All All
Application Gnu Gnutls 3.0.0 All All All
Application Gnu Gnutls 3.0.1 All All All
Application Gnu Gnutls 3.0.2 All All All
Application Gnu Gnutls 3.0.3 All All All
Application Gnu Gnutls 3.04 All All All
Application Gnu Gnutls 3.0.5 All All All
Application Gnu Gnutls 3.0.6 All All All
Application Gnu Gnutls 3.0.7 All All All
Application Gnu Gnutls 3.0.8 All All All
Application Gnu Gnutls 3.0.9 All All All
Application Gnu Gnutls All All All All
Reference Source Link Tags
[security-announce] SUSE-SU-2014:0320-1: critical: Security update for g SUSE lists.opensuse.org
www.isg.rhul.ac.uk/~kp/dtls.pdf MISC www.isg.rhul.ac.uk

Security Advisory SA57260 - SUSE update for gnutls - Secunia SECUNIA  secunia.com

CVE Program record CVE.ORG  www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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