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CVE-2012-0441

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2012-0441

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2012-06-05 23:55:00 UTC

2018-01-18 02:29:00 UTC

The ASN.1 decoder in the QuickDER decoder in Mozilla Network Security Services (NSS) before 3.13.4, as used in Firefox
| i

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Mozilla Firefox 10.0 All All All
Mozilla Firefox 10.0.1 All All All
Mozilla Firefox 10.0.2 All All All
Mozilla Firefox 11.0 All All All
Mozilla Firefox 12.0 All All All
Mozilla Firefox 12.0 betab All All
Mozilla Firefox 4.0 All All All
Mozilla Firefox 4.0 betal All All
Mozilla Firefox 4.0 betal0 All All
Mozilla Firefox 4.0 betait All All
Mozilla Firefox 4.0 betal2 All All
Mozilla Firefox 4.0 beta2 All All
Mozilla Firefox 4.0 beta3 All All
Mozilla Firefox 4.0 beta4 All All
Mozilla Firefox 4.0 beta5 All All
Mozilla Firefox 4.0 beta6 All All
Mozilla Firefox 4.0 beta7 All All
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Application Mozilla Thunderbird 10.0.2 All All All
Application Mozilla Thunderbird 10.0.3 All All All
Application Mozilla Thunderbird 10.0.4 All All All
Application Mozilla Thunderbird 11.0 All All All
Application Mozilla Thunderbird 12.0 All All All
Application Mozilla Thunderbird 5.0 All All All
Application Mozilla Thunderbird 6.0 All All All
Application Mozilla Thunderbird 6.0.1 All All All
Application Mozilla Thunderbird 6.0.2 All All All
Application Mozilla Thunderbird 7.0 All All All
Application Mozilla Thunderbird 7.0.1 All All All
Application Mozilla Thunderbird 8.0 All All All
Application Mozilla Thunderbird 9.0 All All All
Application Mozilla Thunderbird 9.0.1 All All All
Application Mozilla Thunderbird Esr 10.0 All All All
Application Mozilla Thunderbird Esr 10.0.1 All All All
Application Mozilla Thunderbird Esr 10.0.2 All All All
Application Mozilla Thunderbird Esr 10.0.3 All All All
Application Mozilla Thunderbird Esr 10.0.4 All All All
Application Mozilla Thunderbird Esr 10.0 All All All
Application Mozilla Thunderbird Esr 10.0.1 All All All
Application Mozilla Thunderbird Esr 10.0.2 All All All
Application Mozilla Thunderbird Esr 10.0.3 All All All
Application Mozilla Thunderbird Esr 10.0.4 All All All
Reference Source Link Tag
715073 — (CVE-2012-0441) Insufficient length checking in QuickDER decoder CONFIRM  bugzilla.mozilla.org
Security Advisory SA50316 - Ubuntu update for nss - Secunia SECUNIA secunia.com
[security-announce] SUSE-SU-2012:0746-1: important: Security update for SUSE lists.opensuse.org
Security Advisory SA49976 - Red Hat update for nss, nspr, and nss-util - Secunia SECUNIA secunia.com
USN-1540-1: NSS vulnerability | Ubuntu UBUNTU www.ubuntu.com
www.mandriva.com MANDRIVA  www.mandriva.com
Oracle VM Server for x86 Bulletin - July 2016 CONFIRM  www.oracle.com
Debian -- Security Information -- DSA-2490-1 nss DEBIAN www.debian.org
MFSA 2012-39: NSS parsing errors with zero length items CONFIRM  www.mozilla.org Ver
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http://secunia.com/advisories/50316
http://lists.opensuse.org/opensuse-security-announce/2012-06/msg00012.html
http://secunia.com/advisories/49976
http://www.ubuntu.com/usn/USN-1540-1
http://www.mandriva.com/security/advisories?name=MDVSA-2012:088
http://www.oracle.com/technetwork/topics/security/ovmbulletinjul2016-3090546.html
http://www.debian.org/security/2012/dsa-2490
http://www.mozilla.org/security/announce/2012/mfsa2012-39.html

Repository / Oval Repository OVAL
USN-1540-2: NSS vulnerability | Ubuntu UBUNTU

Mozilla Firefox/SeaMonkey/Thunderbird NSS Parsing Multiple Denial of Service Vulnerabilities  BID

oval.cisecurity.org
www.ubuntu.com

www.securityfocus.com

[security-announce] openSUSE-SU-2012:0760-1: important: MozillaFirefox, SUSE lists.opensuse.org

CVE Program record CVE.ORG  www.cve.org can

NVD vulnerability detail NVD nvd.nist.gov can
4] | 1

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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