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Cross-site request forgery (CSRF) vulnerability in xmlrpc.cgi in Bugzilla 4.0.2 through 4.0.4 and 4.1.1 through 4.2rc2, when
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Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Mozilla Bugzilla 4.0.2 All All All
Mozilla Bugzilla 4.0.3 All All All
Mozilla Bugzilla 4.0.4 All All All
Mozilla Bugzilla 411 All All All
Mozilla Bugzilla 41.2 All All All
Mozilla Bugzilla 413 All All All
Mozilla Bugzilla 4.2 rci All All
Mozilla Bugzilla 4.2 rc2 All All
Mozilla Bugzilla 4.0.2 All All All
Mozilla Bugzilla 4.0.3 All All All
Mozilla Bugzilla 4.0.4 All All All
Mozilla Bugzilla 411 All All All
Mozilla Bugzilla 4.1.2 All All All
Mozilla Bugzilla 41.3 All All All
Mozilla Bugzilla 4.2 rci All All
Mozilla Bugzilla 4.2 rc2 All All
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4.2.rc2 and 4.0.4 Security Advisory :: Bugzilla :: bugzilla.org CONFIRM www.bugzilla.i
725663 — (CVE-2012-0453) [SECURITY] CSRF vulnerability in the XML-RPC API when using mod_perl CONFIRM bugzilla.mozill

Bugzilla Input Validation Flaw in XML-RPC API Permits Cross-Site Request Forgery Attacks - SecurityTracker SECTRACK  www.securityt
CVE Program record CVE.ORG WWW.Cve.org
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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