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PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback

2012-03-14 19:55:00 UTC

2018-01-18 02:29:00 UTC

Mozilla Firefox before 3.6.28 and 4.x through 10.0, Firefox ESR 10.x before 10.0.3, Thunderbird before 3.1.20 and 5.0 throt

Risk And Classification

1|
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Applicaton viozina Seamonkey 2.4 petal All All
Application Mozilla Seamonkey 2.4 beta2 All All
Application Mozilla Seamonkey 2.4 beta3 All All
Application Mozilla Seamonkey 241 All All All
Application Mozilla Seamonkey 25 All All All
Application Mozilla Seamonkey 2.5 betal All All
Application Mozilla Seamonkey 25 beta2 All All
Application Mozilla Seamonkey 2.5 beta3 All All
Application Mozilla Seamonkey 2.5 beta4 All All
Application Mozilla Seamonkey 2.6 All All All
Application Mozilla Seamonkey 2.6 betal All All
Application Mozilla Seamonkey 2.6 beta2 All All
Application Mozilla Seamonkey 2.6 beta3 All All
Application Mozilla Seamonkey 2.6 beta4 All All
Application Mozilla Seamonkey 2.6.1 All All All
Application Mozilla Seamonkey 2.7 All All All
Application Mozilla Seamonkey 2.7 betal All All
Application Mozilla Seamonkey 2.7 beta2 All All
Application Mozilla Seamonkey 2.7 beta3 All All
Application Mozilla Seamonkey 2.7 beta4 All All
Application Mozilla Seamonkey 2.7 betab All All
Application Mozilla Seamonkey 2.71 All All All
Application Mozilla Seamonkey 272 All All All
Application Mozilla Thunderbird All All All All
Application Mozilla Thunderbird All All All All
Application Mozilla Thunderbird Esr 10.0 All All All
Application Mozilla Thunderbird Esr 10.0.1 All All All
Application Mozilla Thunderbird Esr 10.0.2 All All All
Application Mozilla Thunderbird Esr 10.0 All All All
Application Mozilla Thunderbird Esr 10.0.1 All All All
Application Mozilla Thunderbird Esr 10.0.2 All All All

References

Reference
Security Alerts - Secunia

Debian -- Security Information -- DSA-2433-1 iceweasel


http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird_esr
http://secunia.com/advisories/48496
http://www.debian.org/security/2012/dsa-2433

USN-1400-2: ubufox update | Ubuntu

Repository / Oval Repository

Security Advisory SA48624 - SUSE update for MozillaFirefox - Secunia

719994 — (CVE-2012-0458) loads of principal-inheriting URIs (e.g. javascript:) on chrome-privileged pages (e.g. about:sessionstore) allows un
Security Advisory SA48920 - Debian update for iceape - Secunia

Debian -- Security Information -- DSA-2458-2 iceape

Security Advisory SA48823 - Pale Moon Multiple Vulnerabilities - Secunia

MFSA 2012-16: Escalation of privilege with Javascript: URL as home page

[security-announce] SUSE-SU-2012:0424-1: critical: Security update for M

Mozilla Firefox/SeaMonkey/Thunderbird CVE-2012-0458 Security Bypass Vulnerability

USN-1400-4: Thunderbird regressions | Ubuntu

Security Alerts - Secunia

Security Advisory SA48561 - Pale Moon Multiple Vulnerabilities - Secunia

Mozilla Seamonkey Multiple Bugs Let Remote Users Execute Arbitrary Code and Conduct Cross-Site Scripting Attacks - SecurityTracker
Red Hat Customer Portal

723808 — disallow inheriting of system principal in type=content docshells

openSUSE-SU-2012:0417-1: moderate: update for MozillaFirefox, MozillaThu

Security Alerts - Secunia

USN-1400-5: GSettings desktop schemas regression | Ubuntu

About Secunia Research | Flexera

718203 — prevent self-XSS in homepage icon (disallow javascript: drops)

Mozilla Firefox Multiple Bugs Let Remote Users Execute Arbitrary Code and Conduct Cross-Site Scripting Attacks - SecurityTracker
USN-1401-1: Xulrunner vulnerabilities | Ubuntu

Security Alerts - Secunia

Red Hat Customer Portal

mandriva.com

mandriva.com

USN-1400-3: Thunderbird vulnerabilities | Ubuntu

Security Advisory SA48359 - Red Hat update for thunderbird - Secunia

Security Alerts - Secunia

[security-announce] SUSE-SU-2012:0425-1: critical: Security update for M

Security Alerts - Secunia

Mozilla Thunderbird Multiple Bugs Let Remote Users Execute Arbitrary Code and Conduct Cross-Site Scripting Attacks - SecurityTracker
USN-1400-1: Firefox vulnerabilities | Ubuntu

CVE Program record

NN/ vnlnAarvahilibg Aatail


http://www.ubuntu.com/usn/USN-1400-2
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A15122
http://secunia.com/advisories/48624
https://bugzilla.mozilla.org/show_bug.cgi?id=719994
http://secunia.com/advisories/48920
http://www.debian.org/security/2012/dsa-2458
http://secunia.com/advisories/48823
http://www.mozilla.org/security/announce/2012/mfsa2012-16.html
http://lists.opensuse.org/opensuse-security-announce/2012-03/msg00014.html
http://www.securityfocus.com/bid/52460
http://www.ubuntu.com/usn/USN-1400-4
http://secunia.com/advisories/48553
http://secunia.com/advisories/48561
http://www.securitytracker.com/id?1026803
http://rhn.redhat.com/errata/RHSA-2012-0387.html
https://bugzilla.mozilla.org/show_bug.cgi?id=723808
http://lists.opensuse.org/opensuse-updates/2012-03/msg00042.html
http://secunia.com/advisories/48495
http://www.ubuntu.com/usn/USN-1400-5
http://secunia.com/advisories/48414
https://bugzilla.mozilla.org/show_bug.cgi?id=718203
http://www.securitytracker.com/id?1026801
http://www.ubuntu.com/usn/USN-1401-1
http://secunia.com/advisories/48402
http://rhn.redhat.com/errata/RHSA-2012-0388.html
http://www.mandriva.com/security/advisories?name=MDVSA-2012:031
http://www.mandriva.com/security/advisories?name=MDVSA-2012:032
http://www.ubuntu.com/usn/USN-1400-3
http://secunia.com/advisories/48359
http://secunia.com/advisories/48629
http://lists.opensuse.org/opensuse-security-announce/2012-03/msg00015.html
http://secunia.com/advisories/48513
http://www.securitytracker.com/id?1026804
http://www.ubuntu.com/usn/USN-1400-1
https://www.cve.org/CVERecord?id=CVE-2012-0458
https://nvd.nist.gov/vuln/detail/CVE-2012-0458

INV L vUllIiciaviiily uciai

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report


https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2012-0458
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


