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CVE CVE-2012-0462
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-03-14 19:55:02 UTC
Updated 2026-04-29 01:13:23 UTC
Description Multiple unspecified vulnerabilities in the browser engine in Mozilla Firefox 4.x through 10.0, Firefox ESR 10.x before 10.0.&

/ ]

Risk And Classification

Primary CVSS: v2.0 7.5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:P/A:P

Problem Types: NVD-CWE-noinfo | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication
Sonfidentiality

ntegrity

\vailability

AV:N/AC:L/Au:N/C:P/I:P/A:P

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 10.0 All All All


https://cve.report/
https://cve.report/CVE-2012-0462/mitre
https://cve.report/CVE-2012-0462/nist
https://cve.report/CVE-2012-0462/cve_org
https://cve.report/api/cve/CVE-2012-0462.json
https://cve.report/CVE-2012-0462.pdf
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
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Vendor Declared Affected Products
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1 CNA Na N/a affected n/a Not specified

References

Reference S¢

Mozilla Seamonkey Multiple Bugs Let Remote Users Execute Arbitrary Code and Conduct Cross-Site Scripting Attacks - SecurityTracker — afi

699033 — [ANGLE] Assertion ‘typeName' failed // Parser Crash [@ TType::TType] afi
openSUSE-SU-2012:0417-1: moderate: update for MozillaFirefox, MozillaThu af
USN-1400-5: GSettings desktop schemas regression | Ubuntu afi
USN-1400-2: ubufox update | Ubuntu af
Security Alerts - Secunia af
Security Advisory SA48624 - SUSE update for MozillaFirefox - Secunia af
Red Hat Customer Portal af
Red Hat Customer Portal af:
718516 — crash @xul!nsOverflowContinuationTracker::SetUpListWalker afi
[security-announce] SUSE-SU-2012:0425-1: critical: Security update for M af
USN-1400-1: Firefox vulnerabilities | Ubuntu afi
720380 — Assertion failure: lastProperty()->hasSlot() && getSlot(lastProperty()->slot()).isUndefined(), at jsscope.cpp:1056 af
[security-announce] SUSE-SU-2012:0424-1: critical: Security update for M afi
727330 — "Assertion failure: (*dictp)->inDictionary()" when proxy fix returns a large array af
Security Alerts - Secunia afi
USN-1400-4: Thunderbird regressions | Ubuntu afi
USN-1400-3: Thunderbird vulnerabilities | Ubuntu afi
705855 — NSLOTS_LIMIT is too high for JIT'd code afi
Security Alerts - Secunia af.

Mozilla Thunderbird Multiple Bugs Let Remote Users Execute Arbitrary Code and Conduct Cross-Site Scripting Attacks - SecurityTracker — afi

718202 — Crash @GetCollectionForType with __proto__ af
714590 — "ASSERTION: no self" with treewalker filter, modified __proto__ afi
Security Advisory SA48359 - Red Hat update for thunderbird - Secunia af
Mozilla Firefox Multiple Bugs Let Remote Users Execute Arbitrary Code and Conduct Cross-Site Scripting Attacks - SecurityTracker af
Security Alerts - Secunia af.
mandriva.com af
Security Alerts - Secunia af.
MFSA 2012-19: Miscellaneous memory safety hazards (rv:11.0/ rv:10.0.3 / rv:1.9.2.28) afi
Security Advisory SA48561 - Pale Moon Multiple Vulnerabilities - Secunia af
701269 — WebGL / Canvas displaying uninitialized video memory. afi

Repository / Oval Repository afi



http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.securitytracker.com/id?1026803
https://bugzilla.mozilla.org/show_bug.cgi?id=699033
http://lists.opensuse.org/opensuse-updates/2012-03/msg00042.html
http://www.ubuntu.com/usn/USN-1400-5
http://www.ubuntu.com/usn/USN-1400-2
http://secunia.com/advisories/48402
http://secunia.com/advisories/48624
http://rhn.redhat.com/errata/RHSA-2012-0388.html
http://rhn.redhat.com/errata/RHSA-2012-0387.html
https://bugzilla.mozilla.org/show_bug.cgi?id=718516
http://lists.opensuse.org/opensuse-security-announce/2012-03/msg00015.html
http://www.ubuntu.com/usn/USN-1400-1
https://bugzilla.mozilla.org/show_bug.cgi?id=720380
http://lists.opensuse.org/opensuse-security-announce/2012-03/msg00014.html
https://bugzilla.mozilla.org/show_bug.cgi?id=727330
http://secunia.com/advisories/48496
http://www.ubuntu.com/usn/USN-1400-4
http://www.ubuntu.com/usn/USN-1400-3
https://bugzilla.mozilla.org/show_bug.cgi?id=705855
http://secunia.com/advisories/48513
http://www.securitytracker.com/id?1026804
https://bugzilla.mozilla.org/show_bug.cgi?id=718202
https://bugzilla.mozilla.org/show_bug.cgi?id=714590
http://secunia.com/advisories/48359
http://www.securitytracker.com/id?1026801
http://secunia.com/advisories/48629
http://www.mandriva.com/security/advisories?name=MDVSA-2012:032
http://secunia.com/advisories/48553
http://www.mozilla.org/security/announce/2012/mfsa2012-19.html
http://secunia.com/advisories/48561
https://bugzilla.mozilla.org/show_bug.cgi?id=701269
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A15012

712572 — hang forever in bilibili.tv since 20111220 nightly af

CVE Program record C
NVD vulnerability detail N

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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