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Summary

CVE CVE-2012-0463

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-03-14 19:55:00 UTC

Updated 2018-01-11 02:29:00 UTC

Description The nsWindow implementation in the browser engine in Mozilla Firefox before 3.6.28 and 4.x through 10.0, Firefox ESR 10.x before 10.0.3, Thunderbird before 3.1.20 and 5.0 through 10.0, Thunderbird ESR 10.x before 10.0.3, and SeaMonkey before 2.8 does not check the validity of an instance after event dispatching, which allows remote attackers to cause a denial of service (memory corruption and application crash) or possibly execute arbitrary code via unknown vectors, as demonstrated by Mobile Firefox on Android.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox All All All All

Application Mozilla Firefox All All All All

Application Mozilla Firefox Esr 10.0 All All All

Application Mozilla Firefox Esr 10.0.1 All All All

Application Mozilla Firefox Esr 10.0.2 All All All

Application Mozilla Firefox Esr 10.0 All All All

Application Mozilla Firefox Esr 10.0.1 All All All

Application Mozilla Firefox Esr 10.0.2 All All All

Application Mozilla Seamonkey - All All All

Application Mozilla Seamonkey 1.0 All All All

Application Mozilla Seamonkey 1.0 alpha All All

Application Mozilla Seamonkey 1.0 beta All All

Application Mozilla Seamonkey 1.0.1 All All All

Application Mozilla Seamonkey 1.0.2 All All All

Application Mozilla Seamonkey 1.0.3 All All All

Application Mozilla Seamonkey 1.0.4 All All All

Application Mozilla Seamonkey 1.0.5 All All All
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Application Mozilla Seamonkey 1.0.5 All All All

Application Mozilla Seamonkey 1.0.6 All All All

Application Mozilla Seamonkey 1.0.7 All All All

Application Mozilla Seamonkey 1.0.8 All All All

Application Mozilla Seamonkey 1.0.9 All All All

Application Mozilla Seamonkey 1.1 All All All

Application Mozilla Seamonkey 1.1 alpha All All

Application Mozilla Seamonkey 1.1 beta All All

Application Mozilla Seamonkey 1.1.1 All All All

Application Mozilla Seamonkey 1.1.10 All All All

Application Mozilla Seamonkey 1.1.11 All All All

Application Mozilla Seamonkey 1.1.12 All All All

Application Mozilla Seamonkey 1.1.13 All All All

Application Mozilla Seamonkey 1.1.14 All All All

Application Mozilla Seamonkey 1.1.15 All All All

Application Mozilla Seamonkey 1.1.16 All All All

Application Mozilla Seamonkey 1.1.17 All All All

Application Mozilla Seamonkey 1.1.18 All All All

Application Mozilla Seamonkey 1.1.19 All All All

Application Mozilla Seamonkey 1.1.2 All All All

Application Mozilla Seamonkey 1.1.3 All All All

Application Mozilla Seamonkey 1.1.4 All All All

Application Mozilla Seamonkey 1.1.5 All All All

Application Mozilla Seamonkey 1.1.6 All All All

Application Mozilla Seamonkey 1.1.7 All All All

Application Mozilla Seamonkey 1.1.8 All All All

Application Mozilla Seamonkey 1.1.9 All All All

Application Mozilla Seamonkey 1.5.0.10 All All All

Application Mozilla Seamonkey 1.5.0.8 All All All

Application Mozilla Seamonkey 1.5.0.9 All All All

Application Mozilla Seamonkey 2.0 All All All

Application Mozilla Seamonkey 2.0 alpha_1 All All

Application Mozilla Seamonkey 2.0 alpha_2 All All

Application Mozilla Seamonkey 2.0 alpha_3 All All

Application Mozilla Seamonkey 2.0 beta_1 All All

Application Mozilla Seamonkey 2.0 beta_2 All All
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Application Mozilla Seamonkey 2.0 rc1 All All

Application Mozilla Seamonkey 2.0 rc2 All All

Application Mozilla Seamonkey 2.0.1 All All All

Application Mozilla Seamonkey 2.0.10 All All All

Application Mozilla Seamonkey 2.0.11 All All All

Application Mozilla Seamonkey 2.0.12 All All All

Application Mozilla Seamonkey 2.0.13 All All All

Application Mozilla Seamonkey 2.0.14 All All All

Application Mozilla Seamonkey 2.0.2 All All All

Application Mozilla Seamonkey 2.0.3 All All All

Application Mozilla Seamonkey 2.0.4 All All All

Application Mozilla Seamonkey 2.0.5 All All All

Application Mozilla Seamonkey 2.0.6 All All All

Application Mozilla Seamonkey 2.0.7 All All All

Application Mozilla Seamonkey 2.0.8 All All All

Application Mozilla Seamonkey 2.0.9 All All All

Application Mozilla Seamonkey 2.1 All All All

Application Mozilla Seamonkey 2.1 alpha1 All All

Application Mozilla Seamonkey 2.1 alpha2 All All

Application Mozilla Seamonkey 2.1 alpha3 All All

Application Mozilla Seamonkey 2.1 beta1 All All

Application Mozilla Seamonkey 2.1 beta2 All All

Application Mozilla Seamonkey 2.1 beta3 All All

Application Mozilla Seamonkey 2.1 rc1 All All

Application Mozilla Seamonkey 2.1 rc2 All All

Application Mozilla Seamonkey 2.2 All All All

Application Mozilla Seamonkey 2.2 beta1 All All

Application Mozilla Seamonkey 2.2 beta2 All All

Application Mozilla Seamonkey 2.2 beta3 All All

Application Mozilla Seamonkey 2.3 All All All

Application Mozilla Seamonkey 2.3 beta1 All All

Application Mozilla Seamonkey 2.3 beta2 All All

Application Mozilla Seamonkey 2.3 beta3 All All

Application Mozilla Seamonkey 2.3.1 All All All

Application Mozilla Seamonkey 2.3.2 All All All

Application Mozilla Seamonkey 2.3.3 All All All
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Application Mozilla Seamonkey 2.3.3 All All All

Application Mozilla Seamonkey 2.4 All All All

Application Mozilla Seamonkey 2.4 beta1 All All

Application Mozilla Seamonkey 2.4 beta2 All All

Application Mozilla Seamonkey 2.4 beta3 All All

Application Mozilla Seamonkey 2.4.1 All All All

Application Mozilla Seamonkey 2.5 All All All

Application Mozilla Seamonkey 2.5 beta1 All All

Application Mozilla Seamonkey 2.5 beta2 All All

Application Mozilla Seamonkey 2.5 beta3 All All

Application Mozilla Seamonkey 2.5 beta4 All All

Application Mozilla Seamonkey 2.6 All All All

Application Mozilla Seamonkey 2.6 beta1 All All

Application Mozilla Seamonkey 2.6 beta2 All All

Application Mozilla Seamonkey 2.6 beta3 All All

Application Mozilla Seamonkey 2.6 beta4 All All

Application Mozilla Seamonkey 2.6.1 All All All

Application Mozilla Seamonkey 2.7 All All All

Application Mozilla Seamonkey 2.7 beta1 All All

Application Mozilla Seamonkey 2.7 beta2 All All

Application Mozilla Seamonkey 2.7 beta3 All All

Application Mozilla Seamonkey 2.7 beta4 All All

Application Mozilla Seamonkey 2.7 beta5 All All

Application Mozilla Seamonkey 2.7.1 All All All

Application Mozilla Seamonkey 2.7.2 All All All

Application Mozilla Seamonkey - All All All

Application Mozilla Seamonkey 1.0 All All All

Application Mozilla Seamonkey 1.0 alpha All All

Application Mozilla Seamonkey 1.0 beta All All

Application Mozilla Seamonkey 1.0.1 All All All

Application Mozilla Seamonkey 1.0.2 All All All

Application Mozilla Seamonkey 1.0.3 All All All

Application Mozilla Seamonkey 1.0.4 All All All

Application Mozilla Seamonkey 1.0.5 All All All

Application Mozilla Seamonkey 1.0.6 All All All

Application Mozilla Seamonkey 1.0.7 All All All
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Application Mozilla Seamonkey 1.0.8 All All All

Application Mozilla Seamonkey 1.0.9 All All All

Application Mozilla Seamonkey 1.1 All All All

Application Mozilla Seamonkey 1.1 alpha All All

Application Mozilla Seamonkey 1.1 beta All All

Application Mozilla Seamonkey 1.1.1 All All All

Application Mozilla Seamonkey 1.1.10 All All All

Application Mozilla Seamonkey 1.1.11 All All All

Application Mozilla Seamonkey 1.1.12 All All All

Application Mozilla Seamonkey 1.1.13 All All All

Application Mozilla Seamonkey 1.1.14 All All All

Application Mozilla Seamonkey 1.1.15 All All All

Application Mozilla Seamonkey 1.1.16 All All All

Application Mozilla Seamonkey 1.1.17 All All All

Application Mozilla Seamonkey 1.1.18 All All All

Application Mozilla Seamonkey 1.1.19 All All All

Application Mozilla Seamonkey 1.1.2 All All All

Application Mozilla Seamonkey 1.1.3 All All All

Application Mozilla Seamonkey 1.1.4 All All All

Application Mozilla Seamonkey 1.1.5 All All All

Application Mozilla Seamonkey 1.1.6 All All All

Application Mozilla Seamonkey 1.1.7 All All All

Application Mozilla Seamonkey 1.1.8 All All All

Application Mozilla Seamonkey 1.1.9 All All All

Application Mozilla Seamonkey 1.5.0.10 All All All

Application Mozilla Seamonkey 1.5.0.8 All All All

Application Mozilla Seamonkey 1.5.0.9 All All All

Application Mozilla Seamonkey 2.0 All All All

Application Mozilla Seamonkey 2.0 alpha_1 All All

Application Mozilla Seamonkey 2.0 alpha_2 All All

Application Mozilla Seamonkey 2.0 alpha_3 All All

Application Mozilla Seamonkey 2.0 beta_1 All All

Application Mozilla Seamonkey 2.0 beta_2 All All

Application Mozilla Seamonkey 2.0 rc1 All All

Application Mozilla Seamonkey 2.0 rc2 All All
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Application Mozilla Seamonkey 2.0.1 All All All

Application Mozilla Seamonkey 2.0.10 All All All

Application Mozilla Seamonkey 2.0.11 All All All

Application Mozilla Seamonkey 2.0.12 All All All

Application Mozilla Seamonkey 2.0.13 All All All

Application Mozilla Seamonkey 2.0.14 All All All

Application Mozilla Seamonkey 2.0.2 All All All

Application Mozilla Seamonkey 2.0.3 All All All

Application Mozilla Seamonkey 2.0.4 All All All

Application Mozilla Seamonkey 2.0.5 All All All

Application Mozilla Seamonkey 2.0.6 All All All

Application Mozilla Seamonkey 2.0.7 All All All

Application Mozilla Seamonkey 2.0.8 All All All

Application Mozilla Seamonkey 2.0.9 All All All

Application Mozilla Seamonkey 2.1 All All All

Application Mozilla Seamonkey 2.1 alpha1 All All

Application Mozilla Seamonkey 2.1 alpha2 All All

Application Mozilla Seamonkey 2.1 alpha3 All All

Application Mozilla Seamonkey 2.1 beta1 All All

Application Mozilla Seamonkey 2.1 beta2 All All

Application Mozilla Seamonkey 2.1 beta3 All All

Application Mozilla Seamonkey 2.1 rc1 All All

Application Mozilla Seamonkey 2.1 rc2 All All

Application Mozilla Seamonkey 2.2 All All All

Application Mozilla Seamonkey 2.2 beta1 All All

Application Mozilla Seamonkey 2.2 beta2 All All

Application Mozilla Seamonkey 2.2 beta3 All All

Application Mozilla Seamonkey 2.3 All All All

Application Mozilla Seamonkey 2.3 beta1 All All

Application Mozilla Seamonkey 2.3 beta2 All All

Application Mozilla Seamonkey 2.3 beta3 All All

Application Mozilla Seamonkey 2.3.1 All All All

Application Mozilla Seamonkey 2.3.2 All All All

Application Mozilla Seamonkey 2.3.3 All All All

Application Mozilla Seamonkey 2.4 All All All

Application Mozilla Seamonkey 2.4 beta1 All All
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Application Mozilla Seamonkey 2.4 beta1 All All

Application Mozilla Seamonkey 2.4 beta2 All All

Application Mozilla Seamonkey 2.4 beta3 All All

Application Mozilla Seamonkey 2.4.1 All All All

Application Mozilla Seamonkey 2.5 All All All

Application Mozilla Seamonkey 2.5 beta1 All All

Application Mozilla Seamonkey 2.5 beta2 All All

Application Mozilla Seamonkey 2.5 beta3 All All

Application Mozilla Seamonkey 2.5 beta4 All All

Application Mozilla Seamonkey 2.6 All All All

Application Mozilla Seamonkey 2.6 beta1 All All

Application Mozilla Seamonkey 2.6 beta2 All All

Application Mozilla Seamonkey 2.6 beta3 All All

Application Mozilla Seamonkey 2.6 beta4 All All

Application Mozilla Seamonkey 2.6.1 All All All

Application Mozilla Seamonkey 2.7 All All All

Application Mozilla Seamonkey 2.7 beta1 All All

Application Mozilla Seamonkey 2.7 beta2 All All

Application Mozilla Seamonkey 2.7 beta3 All All

Application Mozilla Seamonkey 2.7 beta4 All All

Application Mozilla Seamonkey 2.7 beta5 All All

Application Mozilla Seamonkey 2.7.1 All All All

Application Mozilla Seamonkey 2.7.2 All All All

Application Mozilla Thunderbird All All All All

Application Mozilla Thunderbird All All All All

Application Mozilla Thunderbird Esr 10.0 All All All

Application Mozilla Thunderbird Esr 10.0.1 All All All

Application Mozilla Thunderbird Esr 10.0.2 All All All

Application Mozilla Thunderbird Esr 10.0 All All All

Application Mozilla Thunderbird Esr 10.0.1 All All All

Application Mozilla Thunderbird Esr 10.0.2 All All All
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[security-announce] SUSE-SU-2012:0424-1: critical: Security update for M SUSE

Security Alerts - Secunia SECUNIA

Security Advisory SA48561 - Pale Moon Multiple Vulnerabilities - Secunia SECUNIA

Mozilla Firefox/Thunderbird/SeaMonkey CVE-2012-0463 Memory Corruption Vulnerability BID

688208 – nsWindow for Android doesn't check whether the instance is destroying or not after dispatching an event CONFIRM

Mozilla Seamonkey Multiple Bugs Let Remote Users Execute Arbitrary Code and Conduct Cross-Site Scripting Attacks - SecurityTracker SECTRACK

openSUSE-SU-2012:0417-1: moderate: update for MozillaFirefox, MozillaThu SUSE

Mozilla Firefox Multiple Bugs Let Remote Users Execute Arbitrary Code and Conduct Cross-Site Scripting Attacks - SecurityTracker SECTRACK

Security Alerts - Secunia SECUNIA

MFSA 2012-19: Miscellaneous memory safety hazards (rv:11.0/ rv:10.0.3 / rv:1.9.2.28) CONFIRM

Security Alerts - Secunia SECUNIA

[security-announce] SUSE-SU-2012:0425-1: critical: Security update for M SUSE

Mozilla Thunderbird Multiple Bugs Let Remote Users Execute Arbitrary Code and Conduct Cross-Site Scripting Attacks - SecurityTracker SECTRACK

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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