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CVE CVE-2012-0467
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-04-25 10:10:00 UTC
Updated 2018-01-18 02:29:00 UTC
Description Multiple unspecified vulnerabilities in the browser engine in Mozilla Firefox 4.x through 11.0, Firefox ESR 10.x before 10.0.4
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox 10.0 All All All
Application Mozilla Firefox 10.0.1 All All All
Application Mozilla Firefox 10.0.2 All All All
Application Mozilla Firefox 11.0 All All All
Application Mozilla Firefox 4.0 All All All
Application Mozilla Firefox 4.0 betal All All
Application Mozilla Firefox 4.0 beta10 All All
Application Mozilla Firefox 4.0 betait All All
Application Mozilla Firefox 4.0 betal2 All All
Application Mozilla Firefox 4.0 beta2 All All
Application Mozilla Firefox 4.0 beta3 All All
Application Mozilla Firefox 4.0 beta4 All All
Application Mozilla Firefox 4.0 beta5 All All
Application Mozilla Firefox 4.0 betab All All
Application Mozilla Firefox 4.0 beta7 All All
Application Mozilla Firefox 4.0 beta8 All All
Application Mozilla Firefox 4.0 beta9 All All
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AppIGAUUI vIUZitia Hunue vy o.U. 1 A Al Al
Application Mozilla Thunderbird 6.0.2 All All All
Application Mozilla Thunderbird 7.0 All All All
Application Mozilla Thunderbird 7.01 All All All
Application Mozilla Thunderbird 8.0 All All All
Application Mozilla Thunderbird 9.0 All All All
Application Mozilla Thunderbird 9.0.1 All All All
Application Mozilla Thunderbird 10.0 All All All
Application Mozilla Thunderbird 10.0.1 All All All
Application Mozilla Thunderbird 10.0.2 All All All
Application Mozilla Thunderbird 10.0.3 All All All
Application Mozilla Thunderbird 10.0.4 All All All
Application Mozilla Thunderbird 11.0 All All All
Application Mozilla Thunderbird 5.0 All All All
Application Mozilla Thunderbird 6.0 All All All
Application Mozilla Thunderbird 6.0.1 All All All
Application Mozilla Thunderbird 6.0.2 All All All
Application Mozilla Thunderbird 7.0 All All All
Application Mozilla Thunderbird 7.0.1 All All All
Application Mozilla Thunderbird 8.0 All All All
Application Mozilla Thunderbird 9.0 All All All
Application Mozilla Thunderbird 9.0.1 All All All
Application Mozilla Thunderbird Esr 10.0 All All All
Application Mozilla Thunderbird Esr 10.0.1 All All All
Application Mozilla Thunderbird Esr 10.0.2 All All All
Application Mozilla Thunderbird Esr 10.0.3 All All All
Application Mozilla Thunderbird Esr 10.0 All All All
Application Mozilla Thunderbird Esr 10.0.1 All All All
Application Mozilla Thunderbird Esr 10.0.2 All All All
Application Mozilla Thunderbird Esr 10.0.3 All All All
Reference

708825 — "ASSERTION: Fault in cycle collector: traversed refs exceed refcount" closing window nearScriptStackLimit
735073 — Plugins can be fooled by window.location (again)

Security Alerts - Secunia
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Repository / Oval Repository

Security Advisory SA48920 - Debian update for iceape - Secunia

680456 — Don't run compileAndGo scripts on globals with a cleared scope

733979 — Opt-only Crash [@ js::gc::Markinternal]

706381 — Java related crash with deleted pointer in esx

Debian -- Security Information -- DSA-2458-2 iceape

736589 — Crash [@ nsDOMStorage::GetNamedltem] with sessionStorage, GC

www.mandriva.com

732941 — OOM Crash [@ nsCOMArray<nslSelectionListeners::operator(]] due to unhandled alloc failure in nsTypedSelection::NotifySelection
Security Alerts - Secunia

Debian -- Security Information -- DSA-2457-2 iceweasel

735943 — Crash @ nsCSSFrameConstructor::ProcessPendingRestyles

737384 — Assertion failure: thing, at js/src/jsgcmark.cpp:7 or Crash [@ js::gc::Markinternal]

720305 — "Assertion failure: compartment mismatched" with nodelist, custom length setter

726502 — nsDeviceMotion::DeviceMotionChanged may index out of bounds mWindowListeners array
MFSA 2012-20: Miscellaneous memory safety hazards (rv:12.0/ rv:10.0.4)

732951 — EnsureMutable() returns true (success) even when it failed due to OOM

736609 — Malloc error with ArrayBuffer, Uint32Array and Uint8Array

716556 — Potential buffer overflow in nsScriptablelnputStream::Read with 4GB data

mandriva.com

733282 — Crash in nsHtmI5TreeBuilder | ASSERTION: The Unicode decoder wrote too much data.: 'end <= NS_HTML5_STREAM_PARSER_
737182 — 2D texture corruption on Mac/Intel with large texture sizes >= 4993

723453 — Heap overrun (read + write) in nsBMPEncoder::ConvertHostARGBRow

737875 — OOM Crash [@ nsQueryInterfaceWithError::operator] trying to execute random memory
737129 — Possible Exploitable Crashes with Low Memory [@ nsiNodelnfo::NodelnfoManager ] with js::mijit::EnterMethodJIT on the stack
Security Alerts - Secunia

726332 — nsFormFillController's MutationObserver handling is suspicious

Mozilla Firefox/Thunderbird/SeaMonkey CVE-2012-0467 Memory Corruption Vulnerability

Debian -- Security Information -- DSA-2464-2 icedove

Security Advisory SA48922 - Debian update for iceweasel - Secunia

714614 — Assertion failure: self->nativeContains(cx, *aprop), at jsscope.cpp:1000

740595 — "Assertion failure: [infer failure] Missing type pushed 0:"

CVE Program record

NVD vulnerability detail
1 | 1|



https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A17074
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https://bugzilla.mozilla.org/show_bug.cgi?id=680456
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https://bugzilla.mozilla.org/show_bug.cgi?id=706381
http://www.debian.org/security/2012/dsa-2458
https://bugzilla.mozilla.org/show_bug.cgi?id=736589
http://www.mandriva.com/security/advisories?name=MDVSA-2012:081
https://bugzilla.mozilla.org/show_bug.cgi?id=732941
http://secunia.com/advisories/49055
http://www.debian.org/security/2012/dsa-2457
https://bugzilla.mozilla.org/show_bug.cgi?id=735943
https://bugzilla.mozilla.org/show_bug.cgi?id=737384
https://bugzilla.mozilla.org/show_bug.cgi?id=720305
https://bugzilla.mozilla.org/show_bug.cgi?id=726502
http://www.mozilla.org/security/announce/2012/mfsa2012-20.html
https://bugzilla.mozilla.org/show_bug.cgi?id=732951
https://bugzilla.mozilla.org/show_bug.cgi?id=736609
https://bugzilla.mozilla.org/show_bug.cgi?id=716556
http://www.mandriva.com/security/advisories?name=MDVSA-2012:066
https://bugzilla.mozilla.org/show_bug.cgi?id=733282
https://bugzilla.mozilla.org/show_bug.cgi?id=737182
https://bugzilla.mozilla.org/show_bug.cgi?id=723453
https://bugzilla.mozilla.org/show_bug.cgi?id=737875
https://bugzilla.mozilla.org/show_bug.cgi?id=737129
http://secunia.com/advisories/48972
https://bugzilla.mozilla.org/show_bug.cgi?id=726332
http://www.securityfocus.com/bid/53223
http://www.debian.org/security/2012/dsa-2464
http://secunia.com/advisories/48922
https://bugzilla.mozilla.org/show_bug.cgi?id=714614
https://bugzilla.mozilla.org/show_bug.cgi?id=740595
https://www.cve.org/CVERecord?id=CVE-2012-0467
https://nvd.nist.gov/vuln/detail/CVE-2012-0467

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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