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CVE CVE-2012-0472
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-04-25 10:10:00 UTC
Updated 2017-12-29 02:29:00 UTC
Description The cairo-dwrite implementation in Mozilla Firefox 4.x through 11.0, Firefox ESR 10.x before 10.0.4, Thunderbird 5.0 throug

/ ]

1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox 10.0 All All All
Application Mozilla Firefox 10.0.1 All All All
Application Mozilla Firefox 10.0.2 All All All
Application Mozilla Firefox 11.0 All All All
Application Mozilla Firefox 4.0 All All All
Application Mozilla Firefox 4.0 betal All All
Application Mozilla Firefox 4.0 beta10 All All
Application Mozilla Firefox 4.0 betait All All
Application Mozilla Firefox 4.0 betal2 All All
Application Mozilla Firefox 4.0 beta2 All All
Application Mozilla Firefox 4.0 beta3 All All
Application Mozilla Firefox 4.0 beta4 All All
Application Mozilla Firefox 4.0 beta5 All All
Application Mozilla Firefox 4.0 betab All All
Application Mozilla Firefox 4.0 beta7 All All
Application Mozilla Firefox 4.0 beta8 All All
Application Mozilla Firefox 4.0 beta9 All All
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AppIGAUUI vIUZitia Hunue vy 1u A Al Al
Application Mozilla Thunderbird 7.0.1 All All All
Application Mozilla Thunderbird 8.0 All All All
Application Mozilla Thunderbird 9.0 All All All
Application Mozilla Thunderbird 10.0 All All All
Application Mozilla Thunderbird 10.0.1 All All All
Application Mozilla Thunderbird 10.0.2 All All All
Application Mozilla Thunderbird 10.0.3 All All All
Application Mozilla Thunderbird 10.0.4 All All All
Application Mozilla Thunderbird 11.0 All All All
Application Mozilla Thunderbird 5.0 All All All
Application Mozilla Thunderbird 6.0 All All All
Application Mozilla Thunderbird 6.0.1 All All All
Application Mozilla Thunderbird 6.0.2 All All All
Application Mozilla Thunderbird 7.0 All All All
Application Mozilla Thunderbird 7.0.1 All All All
Application Mozilla Thunderbird 8.0 All All All
Application Mozilla Thunderbird 9.0 All All All
Application Mozilla Thunderbird Esr 10.0 All All All
Application Mozilla Thunderbird Esr 10.0.1 All All All
Application Mozilla Thunderbird Esr 10.0.2 All All All
Application Mozilla Thunderbird Esr 10.0.3 All All All
Application Mozilla Thunderbird Esr 10.0.4 All All All
Application Mozilla Thunderbird Esr 10.0 All All All
Application Mozilla Thunderbird Esr 10.0.1 All All All
Application Mozilla Thunderbird Esr 10.0.2 All All All
Application Mozilla Thunderbird Esr 10.0.3 All All All
Application Mozilla Thunderbird Esr 10.0.4 All All All
Reference Source Link
www.mandriva.com MANDRIVA  www.mandriva.com
Mozilla Firefox/Thunderbird/SeaMonkey 'cairo-dwrite' CVE-2012-0472 Memory Corruption Vulnerability BID www.securityfocus.co
MFSA 2012-25: Potential memory corruption during font rendering using cairo-dwrite CONFIRM  www.mozilla.org
Security Alerts - Secunia SECUNIA secunia.com
744480 — (CVE-2012-0472) cairo_dwrite_font_face Memory Corruption Vulnerability [V-49y00m3If2] CONFIRM  bugzilla.mozilla.org
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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