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CVE-2012-0691

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of License Software from Broadcom contain the
following vulnerability:

CA License (aka CA Licensing) before 1.90.03 does not properly
restrict system commands, which allows local users to gain privileges
via unspecified vectors.

CVSS2 Score: 7.2 - HIGH
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CVE References

Description Tags Link

CA License Lets Local Users Gain
Elevated Privileges - SecurityTracker

www.securitytracker.com

text/html

 SECTRACK 1027588

404 Not Found Broken Link

support.ca.com

text/html

Inactive Link Not Archived

 CONFIRM
support.ca.com/irj/portal/anonymous/phpsupcontent?contentID=
{79CE87E4-7A35-48A3-99BA-5A0DBEDECA94}

No Description Provided archives.neohapsis.com

Inactive Link Not Archived

 BUGTRAQ 20121001 CA20121001-01: Security Notice for CA
License

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

CVE-2012-0691 has been assigned by  cve@mitre.org to track the vulnerability
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https://cve.report/
https://cve.report/CVE-2012-0691/mitre
https://cve.report/CVE-2012-0691/nist
https://cve.report/CVE-2012-0691/cve_org
https://cve.report/CVE-2012-691.pdf
http://cve.report/software/broadcom/license_software
http://cve.report/vendor/broadcom
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.securitytracker.com/id?1027588
https://support.ca.com/irj/portal/anonymous/phpsupcontent?contentID=%7B79CE87E4-7A35-48A3-99BA-5A0DBEDECA94%7D
http://archives.neohapsis.com/archives/bugtraq/2012-10/0011.html


comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Broadcom License Software 0.1.0.15 All All All

Application Broadcom License Software 1.5.3 All All All

Application Broadcom License Software 1.52 All All All

Application Broadcom License Software 1.60.3 All All All

Application Broadcom License Software 1.61.8 All All All

Application Broadcom License Software 1.61.9 All All All

Application Broadcom License Software 1.70.1.101 All All All

Application Broadcom License Software 1.8.0.110 All All All

Application Broadcom License Software 1.8.0.114 All All All

Application Broadcom License Software 1.9.1.105 All All All

Application Broadcom License Software All All All All

Application Ca License Software 0.1.0.15 All All All

Application Ca License Software 1.5.3 All All All

Application Ca License Software 1.52 All All All

Application Ca License Software 1.60.3 All All All

Application Ca License Software 1.61.8 All All All

Application Ca License Software 1.61.9 All All All

Application Ca License Software 1.70.1.101 All All All

Application Ca License Software 1.8.0.110 All All All

Application Ca License Software 1.8.0.114 All All All

Application Ca License Software 1.9.1.105 All All All

Application Ca License Software 0.1.0.15 All All All

Application Ca License Software 1.5.3 All All All

Application Ca License Software 1.52 All All All

Application Ca License Software 1.60.3 All All All

Application Ca License Software 1.61.8 All All All

Application Ca License Software 1.61.9 All All All

Application Ca License Software 1.70.1.101 All All All

Application Ca License Software 1.8.0.110 All All All

Application Ca License Software 1.8.0.114 All All All
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Application Ca License Software 1.9.1.105 All All All

Application Ca License Software All All All All

cpe:2.3:a:broadcom:license_software:0.1.0.15:*:*:*:*:*:*:*:

cpe:2.3:a:broadcom:license_software:1.5.3:*:*:*:*:*:*:*:

cpe:2.3:a:broadcom:license_software:1.52:*:*:*:*:*:*:*:

cpe:2.3:a:broadcom:license_software:1.60.3:*:*:*:*:*:*:*:

cpe:2.3:a:broadcom:license_software:1.61.8:*:*:*:*:*:*:*:

cpe:2.3:a:broadcom:license_software:1.61.9:*:*:*:*:*:*:*:

cpe:2.3:a:broadcom:license_software:1.70.1.101:*:*:*:*:*:*:*:

cpe:2.3:a:broadcom:license_software:1.8.0.110:*:*:*:*:*:*:*:

cpe:2.3:a:broadcom:license_software:1.8.0.114:*:*:*:*:*:*:*:

cpe:2.3:a:broadcom:license_software:1.9.1.105:*:*:*:*:*:*:*:

cpe:2.3:a:broadcom:license_software:*:*:*:*:*:*:*:*:

cpe:2.3:a:ca:license_software:0.1.0.15:*:*:*:*:*:*:*:

cpe:2.3:a:ca:license_software:1.5.3:*:*:*:*:*:*:*:

cpe:2.3:a:ca:license_software:1.52:*:*:*:*:*:*:*:

cpe:2.3:a:ca:license_software:1.60.3:*:*:*:*:*:*:*:

cpe:2.3:a:ca:license_software:1.61.8:*:*:*:*:*:*:*:

cpe:2.3:a:ca:license_software:1.61.9:*:*:*:*:*:*:*:

cpe:2.3:a:ca:license_software:1.70.1.101:*:*:*:*:*:*:*:

cpe:2.3:a:ca:license_software:1.8.0.110:*:*:*:*:*:*:*:

cpe:2.3:a:ca:license_software:1.8.0.114:*:*:*:*:*:*:*:

cpe:2.3:a:ca:license_software:1.9.1.105:*:*:*:*:*:*:*:

cpe:2.3:a:ca:license_software:0.1.0.15:*:*:*:*:*:*:*:

cpe:2.3:a:ca:license_software:1.5.3:*:*:*:*:*:*:*:

cpe:2.3:a:ca:license_software:1.52:*:*:*:*:*:*:*:

cpe:2.3:a:ca:license_software:1.60.3:*:*:*:*:*:*:*:

cpe:2.3:a:ca:license_software:1.61.8:*:*:*:*:*:*:*:

cpe:2.3:a:ca:license_software:1.61.9:*:*:*:*:*:*:*:
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http://cve.report/software/ca/license_software
http://cve.report/vendor/ca
http://cve.report/software/ca/license_software


← Previous ID Next ID→

No vendor comments have been submitted for this CVE
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