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Summary

CVE CVE-2012-0698

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-11-26 12:45:00 UTC

Updated 2023-11-07 02:10:00 UTC

Description tcsd in TrouSerS before 0.3.10 allows remote attackers to cause a denial of service (daemon crash) via a crafted type_offset value in a TCP packet to port 30003.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Trustedcomputinggroup Trousers 0.2.8 All All All

Application Trustedcomputinggroup Trousers 0.2.9 All All All

Application Trustedcomputinggroup Trousers 0.2.9.1 All All All

Application Trustedcomputinggroup Trousers 0.2.9.2 All All All

Application Trustedcomputinggroup Trousers 0.3.0 All All All

Application Trustedcomputinggroup Trousers 0.3.1 All All All

Application Trustedcomputinggroup Trousers 0.3.2 All All All

Application Trustedcomputinggroup Trousers 0.3.3 All All All

Application Trustedcomputinggroup Trousers 0.3.4 All All All

Application Trustedcomputinggroup Trousers 0.3.5 All All All

Application Trustedcomputinggroup Trousers 0.3.6 All All All

Application Trustedcomputinggroup Trousers 0.3.7 All All All

Application Trustedcomputinggroup Trousers 0.3.8 All All All

Application Trustedcomputinggroup Trousers All All All All

Application Trustedcomputinggroup Trousers 0.2.8 All All All

Application Trustedcomputinggroup Trousers 0.2.9 All All All

Application Trustedcomputinggroup Trousers 0.2.9.1 All All All
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Application Trustedcomputinggroup Trousers 0.2.9.1 All All All

Application Trustedcomputinggroup Trousers 0.2.9.2 All All All

Application Trustedcomputinggroup Trousers 0.3.0 All All All

Application Trustedcomputinggroup Trousers 0.3.1 All All All

Application Trustedcomputinggroup Trousers 0.3.2 All All All

Application Trustedcomputinggroup Trousers 0.3.3 All All All

Application Trustedcomputinggroup Trousers 0.3.4 All All All

Application Trustedcomputinggroup Trousers 0.3.5 All All All

Application Trustedcomputinggroup Trousers 0.3.6 All All All

Application Trustedcomputinggroup Trousers 0.3.7 All All All

Application Trustedcomputinggroup Trousers 0.3.8 All All All

References

Reference Source Link

CVE-2012-0698 Denial of Service (DoS) vulnerability in tcsd (Third Party Vulnerability Resolution Blog) CONFIRM blogs.oracle.com

781648 – (CVE-2012-0698) CVE-2012-0698 trousers: DoS vulnerability in tcsd CONFIRM bugzilla.redhat.com

TrouSerS Denial Of Service ≈ Packet Storm MISC packetstormsecurity.com

TrouSerS Denial Of Service Vulnerability EXPLOIT-DB www.exploit-db.com

#692649 - trousers: CVE-2012-0698 - Debian Bug report logs CONFIRM bugs.debian.org

TrouSerS / Git tools CONFIRM trousers.git.sourceforge.net

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

TrouSerS / Git tools trousers.git.sourceforge.net

Debian -- Security Information -- DSA-2576-1 trousers DEBIAN www.debian.org

TrouSerS / Bugs / #152 [CVE-2012-0698] DoS against tcsd CONFIRM sourceforge.net

TrouSerS / Git tools trousers.git.sourceforge.net

About Secunia Research | Flexera SECUNIA secunia.com

TrouSerS / Git tools CONFIRM trousers.git.sourceforge.net

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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