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The default configuration of TLS in IBM Tivoli Directory Server (TDS) 6.3 and earlier supports the (1) NULL-MD5 and (2) NU
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Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Ibm Tivoli Directory Server 3.2.2 All All All
Ibm Tivoli Directory Server 4.1 All All All
Ibm Tivoli Directory Server 5.2.0 All All All
Ibm Tivoli Directory Server 6.0 All All All
Ibm Tivoli Directory Server 6.0.0 All All All
Ibm Tivoli Directory Server 6.0.0.69 All All All
Ibm Tivoli Directory Server 6.0.0.7 All All All
Ibm Tivoli Directory Server 6.0.0.8 All All All
Ibm Tivoli Directory Server 6.1.0 All All All
Ibm Tivoli Directory Server 6.1.0.45 All All All
Ibm Tivoli Directory Server 6.1.0.46 All All All
lbom Tivoli Directory Server 6.1.0.47 All All All
Ibm Tivoli Directory Server 6.1.0.48 All All All
Ibm Tivoli Directory Server 6.2.0 All All All
Ibm Tivoli Directory Server 6.2.0.19 All All All
lbom Tivoli Directory Server 6.2.0.20 All All All
Ibm Tivoli Directory Server 6.2.0.21 All All All
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Application Ibm Tivoli Directory Server 6.2.0.22 All All All
Application Ibm Tivoli Directory Server 3.2.2 All All All
Application Ibm Tivoli Directory Server 4.1 All All All
Application Ibm Tivoli Directory Server 5.2.0 All All All
Application Ibm Tivoli Directory Server 6.0 All All All
Application Ibm Tivoli Directory Server 6.0.0 All All All
Application Ibm Tivoli Directory Server 6.0.0.69 All All All
Application Ibm Tivoli Directory Server 6.0.0.7 All All All
Application Ibm Tivoli Directory Server 6.0.0.8 All All All
Application lom Tivoli Directory Server 6.1.0 All All All
Application Ibm Tivoli Directory Server 6.1.0.45 All All All
Application lom Tivoli Directory Server 6.1.0.46 All All All
Application Ibm Tivoli Directory Server 6.1.0.47 All All All
Application lbom Tivoli Directory Server 6.1.0.48 All All All
Application Ibm Tivoli Directory Server 6.2.0 All All All
Application lbm Tivoli Directory Server 6.2.0.19 All All All
Application Ibm Tivoli Directory Server 6.2.0.20 All All All
Application Ibom Tivoli Directory Server 6.2.0.21 All All All
Application Ibm Tivoli Directory Server 6.2.0.22 All All All
Application Ibom Tivoli Directory Server All All All All
Reference

Security Bulletin: IBM Tivoli Directory Server use of NULL ciphers in default Transport Layer Security configuration would result in unencryptec
IBM notice: The page you requested cannot be displayed

IBM X-Force Exchange

IBM Tivoli Directory Server Multiple Security Vulnerabilities

IBM notice: The page you requested cannot be displayed

IBM Tivoli Directory Server NULL Ciphers Let Remote Users Obtain Potentially Sensitive Information - Security Tracker

IBM notice: The page you requested cannot be displayed

CVE Program record

NVD vulnerability detail

/ |

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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