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Summary

CVE CVE-2012-0743

State PUBLIC

Assigner psirt@us.ibm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-04-22 18:55:00 UTC

Updated 2017-12-19 02:29:00 UTC

Description IBM Tivoli Directory Server (TDS) 6.3 and earlier allows remote attackers to cause a denial of service (daemon crash) via a malformed LDAP paged search request.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Tivoli Directory Server 3.2.2 All All All

Application Ibm Tivoli Directory Server 4.1 All All All

Application Ibm Tivoli Directory Server 5.2.0 All All All

Application Ibm Tivoli Directory Server 6.0 All All All

Application Ibm Tivoli Directory Server 6.0.0 All All All

Application Ibm Tivoli Directory Server 6.0.0.69 All All All

Application Ibm Tivoli Directory Server 6.0.0.7 All All All

Application Ibm Tivoli Directory Server 6.0.0.8 All All All

Application Ibm Tivoli Directory Server 6.1.0 All All All

Application Ibm Tivoli Directory Server 6.1.0.45 All All All

Application Ibm Tivoli Directory Server 6.1.0.46 All All All

Application Ibm Tivoli Directory Server 6.1.0.47 All All All

Application Ibm Tivoli Directory Server 6.1.0.48 All All All

Application Ibm Tivoli Directory Server 6.2.0 All All All

Application Ibm Tivoli Directory Server 6.2.0.19 All All All

Application Ibm Tivoli Directory Server 6.2.0.20 All All All

Application Ibm Tivoli Directory Server 6.2.0.21 All All All

https://cve.report/
https://cve.report/CVE-2012-0743/mitre
https://cve.report/CVE-2012-0743/nist
https://cve.report/CVE-2012-0743/cve_org
https://cve.report/api/cve/CVE-2012-0743.json
https://cve.report/CVE-2012-0743.pdf
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_directory_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_directory_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_directory_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_directory_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_directory_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_directory_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_directory_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_directory_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_directory_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_directory_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_directory_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_directory_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_directory_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_directory_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_directory_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_directory_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_directory_server


Application Ibm Tivoli Directory Server 6.2.0.21 All All All

Application Ibm Tivoli Directory Server 6.2.0.22 All All All

Application Ibm Tivoli Directory Server 3.2.2 All All All

Application Ibm Tivoli Directory Server 4.1 All All All

Application Ibm Tivoli Directory Server 5.2.0 All All All

Application Ibm Tivoli Directory Server 6.0 All All All

Application Ibm Tivoli Directory Server 6.0.0 All All All

Application Ibm Tivoli Directory Server 6.0.0.69 All All All

Application Ibm Tivoli Directory Server 6.0.0.7 All All All

Application Ibm Tivoli Directory Server 6.0.0.8 All All All

Application Ibm Tivoli Directory Server 6.1.0 All All All

Application Ibm Tivoli Directory Server 6.1.0.45 All All All

Application Ibm Tivoli Directory Server 6.1.0.46 All All All

Application Ibm Tivoli Directory Server 6.1.0.47 All All All

Application Ibm Tivoli Directory Server 6.1.0.48 All All All

Application Ibm Tivoli Directory Server 6.2.0 All All All

Application Ibm Tivoli Directory Server 6.2.0.19 All All All

Application Ibm Tivoli Directory Server 6.2.0.20 All All All

Application Ibm Tivoli Directory Server 6.2.0.21 All All All

Application Ibm Tivoli Directory Server 6.2.0.22 All All All

Application Ibm Tivoli Directory Server All All All All

References

Reference

IO16001: Paged search requests might cause ldap crash.

IBM Tivoli Directory Server Paged Search Request Processing Error Lets Remote Users Deny Service - SecurityTracker

IBM Tivoli Directory Server Multiple Security Vulnerabilities

IO16002: Paged search requests might cause ldap crash.

IO15707: Paged search requests might cause ldap crash.

IBM Security Bulletin: IBM Tivoli Directory Server paged search may cause denial of service may crash if paged searches are enabled (CVE-2012-0743) - United States

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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