CVE-2012-0758

Published on: 02/14/2012 12:00:00 AM UTC

Last Modified on: 03/23/2021 11:28:25 PM UTC
CVE-2012-0758

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUNCCICAC Certain versions of Shockwave Player from Adobe contain the
’ following vulnerability:

Heap-based buffer overflow in Adobe Shockwave Player before
11.6.4.634 allows attackers to execute arbitrary code via unspecified
vectors.

CVE-2012-0758 has been assigned by [, psirt@adobe.com to track the vulnerability

CVSS2 Score: 10- HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

Adobe - Security Bulletins: APSB12-02 - Security update available [T J.\ CONFIRM

for Adobe Shockwave Player www.adobe.com/support/security/bulletins/apsb12-
02.htmi

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE



https://cve.report/
https://cve.report/CVE-2012-0758/mitre
https://cve.report/CVE-2012-0758/nist
https://cve.report/CVE-2012-0758/cve_org
https://cve.report/CVE-2012-758.pdf
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.adobe.com/support/security/bulletins/apsb12-02.html
mailto:%20comment@cve.report

Type Vendor Product Version Update Edition Language
Application Adobe Shockwave Player 1.0 All All All
Application Adobe Shockwave Player 10.0.0.210 All All All
Application Adobe Shockwave Player 10.0.1.004 All All All
Application Adobe Shockwave Player 10.1.0.011 All All All
Application Adobe Shockwave Player 10.1.0.11 All All All
Application Adobe Shockwave Player 10.1.1.016 All All All
Application Adobe Shockwave Player 10.1.4.020 All All All
Application Adobe Shockwave Player 10.2.0.021 All All All
Application Adobe Shockwave Player 10.2.0.022 All All All
Application Adobe Shockwave Player 10.2.0.023 All All All
Application Adobe Shockwave Player 11.0.0.456 All All All
Application Adobe Shockwave Player 11.0.3.471 All All All
Application Adobe Shockwave Player 11.5.0.595 All All All
Application Adobe Shockwave Player 11.5.0.596 All All All
Application Adobe Shockwave Player 11.5.1.601 All All All
Application Adobe Shockwave Player 11.5.2.602 All All All
Application Adobe Shockwave Player 11.5.6.606 All All All
Application Adobe Shockwave Player 11.5.7.609 All All All
Application Adobe Shockwave Player 11.5.8.612 All All All
Application Adobe Shockwave Player 11.5.9.615 All All All
Application Adobe Shockwave Player 11.5.9.620 All All All
Application Adobe Shockwave Player 11.6.0.626 All All All
Application Adobe Shockwave Player 11.6.1.629 All All All
Application Adobe Shockwave Player 2.0 All All All
Application Adobe Shockwave Player 3.0 All All All
Application Adobe Shockwave Player 4.0 All All All
Application Adobe Shockwave Player 5.0 All All All
Application Adobe Shockwave Player 6.0 All All All
Application Adobe Shockwave Player 8.0 All All All
Application Adobe Shockwave Player 8.0.196 All All All
Application Adobe Shockwave Player 8.0.196a All All All
Application Adobe Shockwave Player 8.0.204 All All All
Application Adobe Shockwave Player 8.0.205 All All All
Application Adobe Shockwave Player 8.5.1 All All All



http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Shockwave Player
Shockwave Player
Shockwave Player
Shockwave Player
Shockwave Player
Shockwave Player
Shockwave Player
Shockwave Player
Shockwave Player
Shockwave Player
Shockwave Player
Shockwave Player
Shockwave Player
Shockwave Player
Shockwave Player
Shockwave Player
Shockwave Player
Shockwave Player
Shockwave Player
Shockwave Player
Shockwave Player
Shockwave Player
Shockwave Player
Shockwave Player
Shockwave Player
Shockwave Player
Shockwave Player
Shockwave Player
Shockwave Player
Shockwave Player
Shockwave Player
Shockwave Player
Shockwave Player
Shockwave Player

Shockwave Player

8.5.1.100

8.5.1.108

8.5.1.105

8.5.1.106

8.5.321

8.5.323

8.5.324

8.5.325

9

9.0.383

9.0.432
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ARk kKR kK,

ARk koK ok kR,

dk kR kR Rk,

dkak koK ak Rk,

dk kK oKk Rk,

3.0
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akLkLk ok kakk,

cpe:2.3:a:adobe:shockwave_player:11.5.7.609:*:*:*:*:*:*:*:

ARk kKKK k,

cpe:2.3:a:adobe:shockwave_player:11.5.8.612:*:*:*:*:*:*:*:

akLkLk kR akk,

cpe:2.3:a:adobe:shockwave_player:11.5.9.615:*:*:*:*:*:*:*:

ARk koK k Lk k,

cpe:2.3:a:adobe:shockwave_player:11.5.9.620:*:*:*:*:*:*:*:

ARk kKR LRk,

cpe:2.3:a:adobe:shockwave_player:11.6.1.629:*:*:*:*:*:*:*:

kKK kKKK,

cpe:2.3:a:adobe:shockwave_player:2.0:":*: " ™

cpe:2.3:a:adobe:shockwave_player:3.0:":*: " ™

kKK kKKK,

cpe:2.3:a:adobe:shockwave_player:4.0:*:*: " ™

R N

cpe:2.3:a:adobe:shockwave_player:5.0:":*: " ™

cpe:2.3:a:adobe:shockwave_player:6.0:*:*:*:*:*:*:™:

Kk kKK kK,

cpe:2.3:a:adobe:shockwave_player:8.0:*:*:*:**:*:*:

Kk ok kKKK,

cpe:2.3:a:adobe:shockwave_player:8.0.196:*:*:*:*:**:*:

dkak kR ok akak.

cpe:2.3:a:adobe:shockwave_player:8.0.196a:*:*:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:a:adobe:shockwave_player:8.0.205:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:shockwave_player:8.5.1 """ *:*:

sk Kk ok akakak.

cpe:2.3:a:adobe:shockwave_player:8.5.1.100::*:*:*:*:*:*:

sk Kk ok akakak,

cpe:2.3:a:adobe:shockwave_player:8.5.1.103:*:*:**:**:*:



akLK KKK LKLk,

cpe:2.3:a:adobe:shockwave_player:9.0.432:*:":* "

R R

cpe:2.3:a:adobe:shockwave_player:1.0:*:*:*:* %%

akLkak ok Lkakk,

cpe:2.3:a:adobe:shockwave_player:10.0.0.210:*:*:*:":*:*:*:

akakLk ok kakk,

cpe:2.3:a:adobe:shockwave_player:10.0.1.004:*:*:*:*:*:*:*:

akLkLk ok akuk k.

cpe:2.3:a:adobe:shockwave_player:10.1.0.01 1% "

Skuk ok kkakak.

cpe:2.3:a:adobe:shockwave_player:10.1.0.11:* %% "

AkakLk ok ak Rk,

cpe:2.3:a:adobe:shockwave_player:10.1.4.020:%:*:*:*:*:*:*:

ARk Lk kR Lk k,

cpe:2.3:a:adobe:shockwave_player:10.2.0.021 %" "

AkLakLk ok ak kK,

cpe:2.3:a:adobe:shockwave_player:10.2.0.022:*:*:*:*:*:*::

ARk Lk kR kK,

cpe:2.3:a:adobe:shockwave_player:10.2.0.023:*:*:*:*:"*::

AkakLak kR Rk,

cpe:2.3:a:adobe:shockwave_player:11.0.3.471 "

Akakak oKk ak k.

cpe:2.3:a:adobe:shockwave_player:11.5.0.595:*:*:**:*:*:*:

Akak kKR kK.

cpe:2.3:a:adobe:shockwave_player:11.5.0.596:*:*:*:*:*:*:*:

ARk koK kR k.

cpe:2.3:a:adobe:shockwave_player:11.5.1.601:*:* "

Ak kKoK ok Rk,

cpe:2.3:a:adobe:shockwave_player:11.5.6.606:*:*:*:*:*:*:*:

ARk KoKk Rk,

cpe:2.3:a:adobe:shockwave_player:11.5.7.609:*:*:*:*:*:*:*:

akak KoKk Rk,

cpe:2.3:a:adobe:shockwave_player:11.5.8.612:*:*:*:**:*:*:

Rk koK kR k.

cpe:2.3:a:adobe:shockwave_player:11.5.9.615:*:**:**:*:*:



cpe:2.3:a:adobe:shockwave_player:2.0:":*: "%

cpe:2.3:a:adobe:shockwave_player:3.0:":*: "%

cpe:2.3:a:adobe:shockwave_player:4.0:":*: """

cpe:2.3:a:adobe:shockwave_player:5.0:":*: """

cpe:2.3:a:adobe:shockwave_player:6.0:":*: """

cpe:2.3:a:adobe:shockwave_player:8.0:":*: " ™

akakak ok akakak.

cpe:2.3:a:adobe:shockwave_player:8.0.196a:*:*:*:*:*:*:*:

ARk kLK LK LKLk,

cpe:2.3:a:adobe:shockwave_player:8.0.204:*:*:*:*:*:*::

Ak kLK kLK Lk Lk,

cpe:2.3:a:adobe:shockwave_player:8.0.205:%:*:*:*:*:*:*:

cpe:2.3:a:adobe:shockwave_player:8.5.1:%:*:*:*:*:*:*:

Skk ok kkakuk.

cpe:2.3:a:adobe:shockwave_player:8.5.1.103:: " :*:*:

Skk ok k ok akak.

cpe:2.3:a:adobe:shockwave_player:8.5.1.105:™:*:*:**:*:*:

Skuk ok k ok akak.

cpe:2.3:a:adobe:shockwave_player:8.5.1.106:™:*:*:*:*:*:*:

akak kKKK Lk,

cpe:2.3:a:adobe:shockwave_player:8.5.321 " *:*:

Kk ok kKKK,

cpe:2.3:a:adobe:shockwave_player:8.5.324:*:***:**:*:

Kk ok kKKK,

cpe:2.3:a:adobe:shockwave_player:8.5.325:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:shockwave_player:9:*:*:*:*:*:*:*:

Kk ok kKKK,

cpe:2.3:a:adobe:shockwave_player:9.0.383:*:*:*:*:*:*:*:

dkak kR kR kK,

cpe:2.3:a:adobe:shockwave_player:*:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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