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CVE CVE-2012-0774
State PUBLIC
Assigner psirt@adobe.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-04-10 23:55:00 UTC
Updated 2018-01-10 02:29:00 UTC
Description Integer overflow in Adobe Reader and Acrobat 9.x before 9.5.1 and 10.x before 10.1.3 allows attackers to execute arbitrary

/ |

1|

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Adobe Acrobat 10.0 All All All
Application Adobe Acrobat 10.0 - pro All
Application Adobe Acrobat 10.0.1 All All All
Application Adobe Acrobat 10.0.1 - pro All
Application Adobe Acrobat 10.0.2 All All All
Application Adobe Acrobat 10.0.3 All All All
Application Adobe Acrobat 10.1 All All All
Application Adobe Acrobat 10.1.1 All All All
Application Adobe Acrobat 10.1.2 All All All
Application Adobe Acrobat 9.0 All All All
Application Adobe Acrobat 9.0 - pro All
Application Adobe Acrobat 9.1 All All All
Application Adobe Acrobat 9.1 - pro All
Application Adobe Acrobat 9.1.1 All All All
Application Adobe Acrobat 9.1.2 All All All
Application Adobe Acrobat 9.1.3 All All All
Application Adobe Acrobat 9.2 All All All
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Application Adobe Acrobat Reader 9.1.2 All All
Application Adobe Acrobat Reader 9.1.3 All All
Application Adobe Acrobat Reader 9.2 All All
Application Adobe Acrobat Reader 9.3 All All
Application Adobe Acrobat Reader 9.3.1 All All
Application Adobe Acrobat Reader 9.3.2 All All
Application Adobe Acrobat Reader 9.3.3 All All
Application Adobe Acrobat Reader 9.3.4 All All
Application Adobe Acrobat Reader 9.4 All All
Application Adobe Acrobat Reader 9.4.1 All All
Application Adobe Acrobat Reader 9.4.2 All All
Application Adobe Acrobat Reader 9.4.3 All All
Application Adobe Acrobat Reader 9.4.4 All All
Application Adobe Acrobat Reader 9.4.5 All All
Application Adobe Acrobat Reader 9.4.6 All All
Application Adobe Acrobat Reader 9.4.7 All All
Application Adobe Acrobat Reader 9.5 All All
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References

Reference

Security Advisory SA48756 - Red Hat update for acroread - Secunia

Adobe Acrobat and Reader (CVE-2012-0774) Integer Overflow Vulnerability

[security-announce] openSUSE-SU-2012:0512-1: important: update for acror

US-CERT Alert TA12-101B -- Adobe Reader and Acrobat Security Updates and Architectural Improvements
[security-announce] SUSE-SU-2012:0524-1: important: Security update for

Repository / Oval Repository

Red Hat Customer Portal

[security-announce] SUSE-SU-2012:0522-1: important: Security update for

Security Advisory SA48846 - SUSE update for acroread - Secunia

Adobe Acrobat/Reader Multiple Bugs Let Remote Users Execute Arbitrary Code - Security Tracker
Adobe - Security Bulletins: APSB12-08 - Security updates available for Adobe Reader and Acrobat
CVE Program record

NVD vulnerability detail

1

No vendor comments have been submitted for this CVE.

Source

SECUNIA

BID

SUSE

CERT

SUSE

OVAL

REDHAT

SUSE

SECUNIA

SECTRACK

CONFIRM

CVE.ORG

NVD

Link
secunia.com
www.securityfoc
lists.opensuse.c
www.us-cert.go’
lists.opensuse.c
oval.cisecurity.o
rhn.redhat.com
lists.opensuse.c
secunia.com
www.securitytra
www.adobe.con

Www.cve.org

nvd.nist.gov
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There are currently no legacy QID mappings associated with this CVE.
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