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Memory leak in the timezone functionality in PHP before 5.3.9 allows remote attackers to cause a denial of service (memor

| 1|

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type
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Application
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Application
Application
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Application
Application
Application
Application
Application
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Application

Application

Vendor Product Version Update Edition Language
Php Php 5.0.0 All All All
Php Php 5.0.0 betal All All
Php Php 5.0.0 beta2 All All
Php Php 5.0.0 beta3 All All
Php Php 5.0.0 beta4 All All
Php Php 5.0.0 rcl All All
Php Php 5.0.0 rc2 All All
Php Php 5.0.0 rc3 All All
Php Php 5.0.1 All All All
Php Php 5.0.2 All All All
Php Php 5.0.3 All All All
Php Php 5.0.4 All All All
Php Php 5.0.5 All All All
Php Php 5.1.1 All All Al
Php Php 5.1.2 All All All
Php Php 5.1.3 All All All
Php Php 51.4 All All All
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Reference Source Link Tags
[security-announce] SUSE-SU-2012:0411-1: important: Security update for SUSE lists.opensuse.org

Security Alerts - Secunia SECUNIA  secunia.com

[security-announce] openSUSE-SU-2012:0426-1: important: update for php5 SUSE lists.opensuse.org

PHP: PHP 5 ChangelLog CONFIRM  www.php.net

Bug 783609 — CVE-2012-0789 php: strtotime timezone memory leak CONFIRM  bugzilla.redhat.com  Exploit

PHP :: Bug #53502 :: strtotime with timezone memory leak CONFIRM  bugs.php.net Exploit

CVE Program record CVE.ORG  www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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