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CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2012-0790

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback

2012-01-24 18:55:00 UTC

2012-01-25 05:00:00 UTC

Cross-site scripting (XSS) vulnerability in smokeping_cgi in Smokeping 2.4.2, 2.6.6, and other versions before 2.6.7 allows

Risk And Classification

1|

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)
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Application Oetiker Smokeping 222 All All All

Application Oetiker Smokeping 223 All All All

Application Oetiker Smokeping 224 All All All

Application Oetiker Smokeping 2.2.5 All All All

Application Oetiker Smokeping 2.2.6 All All All

Application Oetiker Smokeping 2.2.7 All All All

Application Oetiker Smokeping 2.3.0 All All All

Application Oetiker Smokeping 2.3.1 All All All

Application Oetiker Smokeping 232 All All All

Application Oetiker Smokeping 2.3.3 All All All

Application Oetiker Smokeping 234 All All All

Application Oetiker Smokeping 2.35 All All All

Application Oetiker Smokeping 2.3.6 All All All

Application Oetiker Smokeping 2.4.0 All All All

Application Oetiker Smokeping 2.4.1 All All All

Application Oetiker Smokeping 242 All All All

Application Oetiker Smokeping 2.5.0 All All All

Application Oetiker Smokeping 2.5.1 All All All

Application Oetiker Smokeping 2.6.0 All All All

Application Oetiker Smokeping 2.6.1 All All All

Application Oetiker Smokeping 2.6.2 All All All

Application Oetiker Smokeping 2.6.3 All All All

Application Oetiker Smokeping 2.6.4 All All All

Application Oetiker Smokeping 2.6.5 All All All

Application Oetiker Smokeping All All All All

Reference Source
welcome | HolisticInfoSec MISC
oss-security - Re: CVE request: smokeping XSS MLIST
Security Advisory SA47678 - Smokeping &quot;displaymode&quot; Cross-Site Scripting Vulnerability - Secunia SECUNIA
SmokePing 'displaymode' Parameter Cross Site Scripting Vulnerability BID

Title CONFIRM
399553 — (CVE-2012-0790) <net-analyzer/smokeping-2.6.9 - "displaymode" Cross-Site Scripting Vulnerability (CVE-2012-0790) CONFIRM
783584 — (CVE-2012-0790) CVE-2012-0790 smokeping: XSS flaw CONFIRM
CVE Program record CVE.ORG
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http://cve.report/software/oetiker/smokeping
http://holisticinfosec.org/content/view/188/45/
http://www.openwall.com/lists/oss-security/2012/01/21/1
http://secunia.com/advisories/47678
http://www.securityfocus.com/bid/51584
http://oss.oetiker.ch/smokeping/pub/CHANGES
https://bugs.gentoo.org/show_bug.cgi?id=399553
https://bugzilla.redhat.com/show_bug.cgi?id=783584
https://www.cve.org/CVERecord?id=CVE-2012-0790

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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