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Summary

CVE CVE-2012-0802

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-06-19 20:55:00 UTC

Updated 2023-11-07 02:10:00 UTC

Description Multiple buffer overflows in Spamdyke before 4.3.0 might allow remote attackers to execute arbitrary code via vectors related to "serious errors in the usage of snprintf()/vsnprintf()" in which the return values may be larger than the size of the buffer.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Spamdyke Spamdyke 3.0.0 All All All

Application Spamdyke Spamdyke 3.0.1 All All All

Application Spamdyke Spamdyke 3.1.0 All All All

Application Spamdyke Spamdyke 3.1.1 All All All

Application Spamdyke Spamdyke 3.1.2 All All All

Application Spamdyke Spamdyke 3.1.3 All All All

Application Spamdyke Spamdyke 3.1.4 All All All

Application Spamdyke Spamdyke 3.1.5 All All All

Application Spamdyke Spamdyke 3.1.6 All All All

Application Spamdyke Spamdyke 3.1.7 All All All

Application Spamdyke Spamdyke 3.1.8 All All All

Application Spamdyke Spamdyke 4.0.0 All All All

Application Spamdyke Spamdyke 4.0.0 beta1 All All

Application Spamdyke Spamdyke 4.0.0 beta2 All All

Application Spamdyke Spamdyke 4.0.0 beta3 All All

Application Spamdyke Spamdyke 4.0.0 rc1 All All

Application Spamdyke Spamdyke 4.0.1 All All All

https://cve.report/
https://cve.report/CVE-2012-0802/mitre
https://cve.report/CVE-2012-0802/nist
https://cve.report/CVE-2012-0802/cve_org
https://cve.report/api/cve/CVE-2012-0802.json
https://cve.report/CVE-2012-0802.pdf
http://cve.report/vendor/spamdyke
http://cve.report/software/spamdyke/spamdyke
http://cve.report/vendor/spamdyke
http://cve.report/software/spamdyke/spamdyke
http://cve.report/vendor/spamdyke
http://cve.report/software/spamdyke/spamdyke
http://cve.report/vendor/spamdyke
http://cve.report/software/spamdyke/spamdyke
http://cve.report/vendor/spamdyke
http://cve.report/software/spamdyke/spamdyke
http://cve.report/vendor/spamdyke
http://cve.report/software/spamdyke/spamdyke
http://cve.report/vendor/spamdyke
http://cve.report/software/spamdyke/spamdyke
http://cve.report/vendor/spamdyke
http://cve.report/software/spamdyke/spamdyke
http://cve.report/vendor/spamdyke
http://cve.report/software/spamdyke/spamdyke
http://cve.report/vendor/spamdyke
http://cve.report/software/spamdyke/spamdyke
http://cve.report/vendor/spamdyke
http://cve.report/software/spamdyke/spamdyke
http://cve.report/vendor/spamdyke
http://cve.report/software/spamdyke/spamdyke
http://cve.report/vendor/spamdyke
http://cve.report/software/spamdyke/spamdyke
http://cve.report/vendor/spamdyke
http://cve.report/software/spamdyke/spamdyke
http://cve.report/vendor/spamdyke
http://cve.report/software/spamdyke/spamdyke
http://cve.report/vendor/spamdyke
http://cve.report/software/spamdyke/spamdyke
http://cve.report/vendor/spamdyke
http://cve.report/software/spamdyke/spamdyke


Application Spamdyke Spamdyke 4.0.1 All All All

Application Spamdyke Spamdyke 4.0.10 All All All

Application Spamdyke Spamdyke 4.0.2 All All All

Application Spamdyke Spamdyke 4.0.3 All All All

Application Spamdyke Spamdyke 4.0.4 All All All

Application Spamdyke Spamdyke 4.0.5 All All All

Application Spamdyke Spamdyke 4.0.5 beta1 All All

Application Spamdyke Spamdyke 4.0.5 beta2 All All

Application Spamdyke Spamdyke 4.0.5 beta3 All All

Application Spamdyke Spamdyke 4.0.5 beta4 All All

Application Spamdyke Spamdyke 4.0.6 All All All

Application Spamdyke Spamdyke 4.0.7 All All All

Application Spamdyke Spamdyke 4.0.8 All All All

Application Spamdyke Spamdyke 4.0.9 All All All

Application Spamdyke Spamdyke 4.1.0 All All All

Application Spamdyke Spamdyke 4.2.0 All All All

Application Spamdyke Spamdyke 3.0.0 All All All

Application Spamdyke Spamdyke 3.0.1 All All All

Application Spamdyke Spamdyke 3.1.0 All All All

Application Spamdyke Spamdyke 3.1.1 All All All

Application Spamdyke Spamdyke 3.1.2 All All All

Application Spamdyke Spamdyke 3.1.3 All All All

Application Spamdyke Spamdyke 3.1.4 All All All

Application Spamdyke Spamdyke 3.1.5 All All All

Application Spamdyke Spamdyke 3.1.6 All All All

Application Spamdyke Spamdyke 3.1.7 All All All

Application Spamdyke Spamdyke 3.1.8 All All All

Application Spamdyke Spamdyke 4.0.0 All All All

Application Spamdyke Spamdyke 4.0.0 beta1 All All

Application Spamdyke Spamdyke 4.0.0 beta2 All All

Application Spamdyke Spamdyke 4.0.0 beta3 All All

Application Spamdyke Spamdyke 4.0.0 rc1 All All

Application Spamdyke Spamdyke 4.0.1 All All All

Application Spamdyke Spamdyke 4.0.10 All All All

Application Spamdyke Spamdyke 4.0.2 All All All

Application Spamdyke Spamdyke 4.0.3 All All All
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Application Spamdyke Spamdyke 4.0.4 All All All

Application Spamdyke Spamdyke 4.0.5 All All All

Application Spamdyke Spamdyke 4.0.5 beta1 All All

Application Spamdyke Spamdyke 4.0.5 beta2 All All

Application Spamdyke Spamdyke 4.0.5 beta3 All All

Application Spamdyke Spamdyke 4.0.5 beta4 All All

Application Spamdyke Spamdyke 4.0.6 All All All

Application Spamdyke Spamdyke 4.0.7 All All All

Application Spamdyke Spamdyke 4.0.8 All All All

Application Spamdyke Spamdyke 4.0.9 All All All

Application Spamdyke Spamdyke 4.1.0 All All All

Application Spamdyke Spamdyke 4.2.0 All All All

Application Spamdyke Spamdyke All All All All

References

Reference Source Link Tags

[spamdyke-release] New version: spamdyke 4.3.0 www.mail-archive.com

www.spamdyke.org/documentation/Changelog.txt CONFIRM www.spamdyke.org

oss-security - Re: CVE request: spamdyke buffer overflow vulnerability MLIST www.openwall.com

Security Advisory SA48257 - Gentoo update for spamdyke - Secunia SECUNIA secunia.com Vendor Advisory

78351 OSVDB www.osvdb.org

[spamdyke-release] New version: spamdyke 4.3.0 MLIST www.mail-archive.com

Gentoo Linux Documentation -- spamdyke: Arbitrary code execution GENTOO security.gentoo.org

Security Advisory SA47548 - spamdyke Buffer Overflow Vulnerabilities - Secunia SECUNIA secunia.com Vendor Advisory

Spamdyke Multiple Remote Buffer Overflow Vulnerabilities BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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