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Multiple SQL injection vulnerabilities in SQLAIchemy before 0.7.0b4, as used in Keystone, allow remote attackers to execut
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Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Sqlalchemy Sqlalchemy 0.6.0 All All All
Sqlalchemy Sqlalchemy 0.6.0 betal All All
Sqlalchemy Sqglalchemy 0.6.0 beta2 All All
Sqglalchemy Sqglalchemy 0.6.0 beta3 All All
Sglalchemy Sqlalchemy 0.6.1 All All Al
Sqglalchemy Sqglalchemy 0.6.2 All All All
Sglalchemy Sqlalchemy 0.6.3 All All All
Sqglalchemy Sqglalchemy 0.6.4 All All All
Sqlalchemy Sqlalchemy 0.6.5 All All All
Sqlalchemy Sqglalchemy 0.6.6 All All All
Sqlalchemy Sqlalchemy 0.6.7 All All All
Sqlalchemy Sqlalchemy 0.7.0 b1 All All
Sqglalchemy Sqlalchemy 0.7.0 b2 All All
Sqglalchemy Sqlalchemy All b3 All All
Sqglalchemy Sqlalchemy 0.6.0 All All All
Sqlalchemy Sqlalchemy 0.6.0 betal All All
Salalchemy Salalchemy 0.6.0 beta2 All All
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NVD vulnerability detail

0.7 Changelog — SQLAIchemy 1.4 Documentation

Debian -- Security Information -- DSA-2449-1 sqglalchemy

GitHub - sglalchemy/sglalchemy: The Database Toolkit for Python

Source

CONFIRM

DEBIAN

Bug #918608 “SQL injection through limit parameter” : Bugs : Keystone MISC

REDHAT

SECUNIA

CONFIRM

XF

SECUNIA

SECUNIA

MANDRIVA

CVE.ORG

NVD

Link

www.sqglalchemy.org

www.debian.org

bugs.launchpad.net

rhn.redhat.com

secunia.com

www.sqlalchemy.org

exchange.xforce.ibmcloud.com

secunia.com

secunia.com

www.mandriva.com

www.cve.org

nvd.nist.gov

Tags

Vendor Advisory

Exploit, Patch

Vendor Advisory

Vendor Advisory

canonical

canonical, analysis

|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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