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CVE CVE-2012-0814
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-01-27 19:55:00 UTC
Updated 2023-11-07 02:10:00 UTC
Description The auth_parse_options function in auth-options.c in sshd in OpenSSH before 5.7 provides debug messages containing au

/ ]

1|

Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Openbsd Openssh 1.2 All All All
Application Openbsd Openssh 1.2.1 All All All
Application Openbsd Openssh 1.2.2 All All All
Application Openbsd Openssh 1.2.27 All All All
Application Openbsd Openssh 1.2.3 All All All
Application Openbsd Openssh 1.3 All All All
Application Openbsd Openssh 1.5 All All All
Application Openbsd Openssh 1.5.7 All All All
Application Openbsd Openssh 1.5.8 All All All
Application Openbsd Openssh 2 All All All
Application Openbsd Openssh 2.1 All All All
Application Openbsd Openssh 2141 All All All
Application Openbsd Openssh 2.2 All All All
Application Openbsd Openssh 2.3 All All All
Application Openbsd Openssh 2.3.1 All All All
Application Openbsd Openssh 25 All All All
Application Openbsd Openssh 251 All All All


https://cve.report/
https://cve.report/CVE-2012-0814/mitre
https://cve.report/CVE-2012-0814/nist
https://cve.report/CVE-2012-0814/cve_org
https://cve.report/api/cve/CVE-2012-0814.json
https://cve.report/CVE-2012-0814.pdf
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd

Openbsd

Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh

Openssh

252
2.9
29.9
2.9.9p2
2.9p1
2.9p2
3.0
3.0.1
3.0.1p1
3.0.2
3.0.2p1
3.0p1
3.1
3.1p1
3.2
3.2.2
3.2.2p1
3.2.3p1
3.3
3.3p1
3.4
3.4p1
3.5
3.5p1
3.6
3.6.1
3.6.1p1
3.6.1p2
3.7
3.7.1
3.7.1p1
3.7.1p2
3.8
3.8.1

3.8.1p1

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd

Openbsd

Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh

Openssh

3.9
3.9.1
3.9.1p1
4.0
4.0p1
4.1
4.1p1
4.2
4.2p1
43
4.3p1
4.3p2
44
4.4p1
45
4.6
4.7
4.8
4.9
5.0
5.1
5.2
5.3
5.4
55
1.2
1.2.1
122
1.2.27
1.2.3
13
15
157

1.5.8

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd

Openbsd

Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh

Openssh

2.1

2.2

2.3
2.3.1
25
2.5.1
252
2.9
2.9.9
2.9.9p2
2.9p1
2.9p2
3.0
3.0.1
3.0.1p1
3.0.2
3.0.2p1
3.0p1
3.1
3.1p1
3.2
3.22
3.2.2p1
3.2.3p1
3.3
3.3p1
3.4
3.4p1
3.5
3.5p1
3.6
3.6.1
3.6.1p1
3.6.1p2

3.7

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

References

Reference

(1Y W IR VAN R S

Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd

Openbsd

Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh

Openssh

3.7.1
3.7.1p1
3.7.1p2
3.8
3.8.1
3.8.1p1
3.9
3.9.1
3.9.1p1
4.0
4.0p1
4.1
4.1p1
4.2
4.2p1
4.3
4.3p1
4.3p2
4.4
4.4p1
45

4.6

4.7

4.8

4.9

5.0

5.1

5.2

5.3

5.4

55

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh

IDIVI A-FOrce excriaryge

#657445 - openssh-server: Forced Command handling leaks private information to ssh clients - Debian Bug report logs

oss-security - CVE Request: Debian (others?) openssh-server: Forced Command handling leaks private information to ssh clients
oss-security - Re: CVE Request: Debian (others?) openssh-server: Forced Command handling leaks private information to ssh clients
oss-security - Re: CVE Request: Debian (others?) openssh-server: Forced Command handling leaks private information to ssh clients
oss-security - Re: CVE Request: Debian (others?) openssh-server: Forced Command handling leaks private information to ssh clients
CVS log for src/usr.bin/ssh/auth-options.c

Error

Debian openssh-server Forced Command Handling Information Disclosure Vulnerability

410 Gone

78706

Juniper Networks - 2015-04 Security Bulletin: IDP: Multiple vulnerabilities addressed by third party software updates.

CVE Program record

NVD vulnerability detail

/ |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

CON

MLIE

MLIE

MLIE

MLIS

CON

CON

BID

MIS(

osv

CON

CVE

NVD

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to

this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,

completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This

site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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