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Summary

CVE CVE-2012-0823

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-02-23 20:07:00 UTC

Updated 2020-07-29 18:15:00 UTC

Description VP8 Codec SDK (libvpx) before 1.0.0 "Duclair" allows remote attackers to cause a denial of service (application crash) via (1) unspecified "corrupt input" or (2) by "starting decoding from a P-frame," which triggers an out-of-bounds read, related to "the clamping of motion vectors in SPLITMV blocks".

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Webmproject Libvpx 0.9.0 All All All

Application Webmproject Libvpx 0.9.1 All All All

Application Webmproject Libvpx 0.9.2 All All All

Application Webmproject Libvpx 0.9.5 All All All

Application Webmproject Libvpx 0.9.6 All All All

Application Webmproject Libvpx 0.9.7 All All All

Application Webmproject Libvpx All p1 All All

Application Webmproject Libvpx 0.9.0 All All All

Application Webmproject Libvpx 0.9.1 All All All

Application Webmproject Libvpx 0.9.2 All All All

Application Webmproject Libvpx 0.9.5 All All All

Application Webmproject Libvpx 0.9.6 All All All

Application Webmproject Libvpx 0.9.7 All All All
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The WebM Open Media Project Blog: VP8 Codec SDK "Duclair" Released CONFIRM blog.webmproject.org

oss-security - (maybe) CVE request: libvpx before 1.0 crasher MLIST www.openwall.com

Support / Security / Advisories / / MDVSA-2012:023 | Mandriva MANDRIVA www.mandriva.com

VP8 Codec SDK libvpx Unspecified Remote Denial of Service Vulnerability BID www.securityfocus.com

oss-security - Re: (maybe) CVE request: libvpx before 1.0 crasher MLIST www.openwall.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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