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Summary

CVE CVE-2012-0830

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-02-06 20:55:00 UTC

Updated 2023-11-07 02:10:00 UTC

Description The php_register_variable_ex function in php_variables.c in PHP 5.3.9 allows remote attackers to execute arbitrary code via a request containing a large number of variables, related to improper handling of array variables. NOTE: this vulnerability exists because of an incorrect fix for CVE-2011-4885.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Php Php 5.3.9 All All All

Application Php Php 5.3.9 All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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