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CVE CVE-2012-0830
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-02-06 20:55:00 UTC
Updated 2023-11-07 02:10:00 UTC
Description The php_register_variable_ex function in php_variables.c in PHP 5.3.9 allows remote attackers to execute arbitrary code vi
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Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Php Php 5.3.9 All All All
Application Php Php 5.3.9 All All All
Reference

HPSBMU02786 SSRT100877 rev.2 - HP System Management Homepage (SMH) Running on Linux, Windows, and VMware ESX, Remote Ur
[security-announce] SUSE-SU-2012:0411-1: important: Security update for

PHP php_register_variable_ex() Lets Remote Users Execute Arbitrary Code - Security Tracker
Security Alerts - Secunia

78819

Critical PHP vulnerability being fixed - Update - The H Security: News and Features
[security-announce] openSUSE-SU-2012:0426-1: important: update for php5

Debian -- Security Information -- DSA-2403-2 php5

oss-security - Re: PHP remote code execution introduced via HashDoS fix

Red Hat Customer Portal

Red Hat Customer Portal

access.redhat.com | CVE-2012-0830
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http://lists.opensuse.org/opensuse-security-announce/2012-03/msg00013.html
http://securitytracker.com/id?1026631
http://secunia.com/advisories/48668
http://www.osvdb.org/78819
http://www.h-online.com/security/news/item/Critical-PHP-vulnerability-being-fixed-1427316.html
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PHP: Revision 323007

PHP 'php_register_variable_ex()' Function Arbitrary Code Execution Vulnerability

phpkill.js

Security Alerts - Secunia

PHP: PHP 5 ChangelLog

About the security content of OS X Lion v10.7.4 and Security Update 2012-002

Red Hat Customer Portal

oss-security - PHP remote code execution introduced via HashDoS fix

APPLE-SA-2012-05-09-1 OS X Lion v10.7.4 and Security Update 2012-002

Security Alerts - Secunia

"[security bulletin] HPSBUX02791 SSRT100856 rev.1 - HP-UX Apache Web Server running PHP, Remote Execu' - MARC
IBM X-Force Exchange

Critical PHP Remote Vuln Introduced in Hashtable DOS Patch | TheXploit | Security Blog

Security Alerts - Secunia

Bug 786686 — CVE-2012-0830 php: remote code exec flaw introduced in the CVE-2011-4885 hashdos fix
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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