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tables/apr_hash.c in the Apache Portable Runtime (APR) library through 1.4.5 computes hash values without restricting the
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Apache Portable Runtime 0.9.1 All All All
Apache Portable Runtime 0.9.16-dev All All All
Apache Portable Runtime 0.9.2 All All All
Apache Portable Runtime 0.9.2-dev All All All
Apache Portable Runtime 0.9.3 All All All
Apache Portable Runtime 0.9.3-dev All All All
Apache Portable Runtime 094 All All All
Apache Portable Runtime 0.9.5 All All All
Apache Portable Runtime 0.9.6 All All All
Apache Portable Runtime 0.9.7 All All All
Apache Portable Runtime 0.9.7-dev All All All
Apache Portable Runtime 0.9.8 All All All
Apache Portable Runtime 0.9.9 All All All
Apache Portable Runtime 1.3.0 All All All
Apache Portable Runtime 1.3.1 All All All
Apache Portable Runtime 1.3.10 All All All
Apache Portable Runtime 1.3.11 All All All
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Application Apache Portable Runtime 1.3.13 All All All
Application Apache Portable Runtime 1.3.2 All All All
Application Apache Portable Runtime 1.3.3 All All All
Application Apache Portable Runtime 1.3.4 All All All
Application Apache Portable Runtime 1.3.4-dev All All All
Application Apache Portable Runtime 1.3.5 All All All
Application Apache Portable Runtime 1.3.6 All All All
Application Apache Portable Runtime 1.3.6-dev All All All
Application Apache Portable Runtime 1.3.7 All All All
Application Apache Portable Runtime 1.3.8 All All All
Application Apache Portable Runtime 1.3.9 All All All
Application Apache Portable Runtime 1.4.0 All All All
Application Apache Portable Runtime 1.4.1 All All All
Application Apache Portable Runtime 1.4.2 All All All
Application Apache Portable Runtime 1.4.3 All All All
Application Apache Portable Runtime 1.4.4 All All All
Application Apache Portable Runtime All All All All
Reference Source Link Tags
svn commit: r1231605 - /apr/apr/trunk/tables/apr_hash.c MLIST mail-archives.apache.org

Re: Hash collision vectors in APR? MLIST www.mail-archive.com

oss-security - CVE request: apr - Hash DoS vulnerability MLIST openwall.com

[Apache-SVN] Revision 1231605 CONFIRM svn.apache.org Patch
oss-security - Re: CVE request: apr - Hash DoS vulnerability MLIST openwall.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
www.mandriva.com MANDRIVA  www.mandriva.com

svn commit: r1231605 - /apr/apr/trunk/tables/apr_hash.c mail-archives.apache.org

Re: Hash collision vectors in APR? MLIST www.mail-archive.com

Hash collision vectors in APR? MLIST www.mail-archive.com

Security Alerts - Secunia SECUNIA secunia.com Vendor Advisory
CVE Program record CVE.ORG WWW.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.


http://cve.report/vendor/apache
http://cve.report/software/apache/portable_runtime
http://cve.report/vendor/apache
http://cve.report/software/apache/portable_runtime
http://cve.report/vendor/apache
http://cve.report/software/apache/portable_runtime
http://cve.report/vendor/apache
http://cve.report/software/apache/portable_runtime
http://cve.report/vendor/apache
http://cve.report/software/apache/portable_runtime
http://cve.report/vendor/apache
http://cve.report/software/apache/portable_runtime
http://cve.report/vendor/apache
http://cve.report/software/apache/portable_runtime
http://cve.report/vendor/apache
http://cve.report/software/apache/portable_runtime
http://cve.report/vendor/apache
http://cve.report/software/apache/portable_runtime
http://cve.report/vendor/apache
http://cve.report/software/apache/portable_runtime
http://cve.report/vendor/apache
http://cve.report/software/apache/portable_runtime
http://cve.report/vendor/apache
http://cve.report/software/apache/portable_runtime
http://cve.report/vendor/apache
http://cve.report/software/apache/portable_runtime
http://cve.report/vendor/apache
http://cve.report/software/apache/portable_runtime
http://cve.report/vendor/apache
http://cve.report/software/apache/portable_runtime
http://cve.report/vendor/apache
http://cve.report/software/apache/portable_runtime
http://cve.report/vendor/apache
http://cve.report/software/apache/portable_runtime
http://mail-archives.apache.org/mod_mbox/apr-commits/201201.mbox/%253C20120115003715.071D423888FD@eris.apache.org%253E
http://www.mail-archive.com/dev%2540apr.apache.org/msg24472.html
http://openwall.com/lists/oss-security/2012/02/08/3
http://svn.apache.org/viewvc?rev=1231605&view=rev
http://openwall.com/lists/oss-security/2012/02/09/1
https://exchange.xforce.ibmcloud.com/vulnerabilities/73096
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There are currently no legacy QID mappings associated with this CVE.
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