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CVE CVE-2012-0863
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-04-30 14:55:00 UTC
Updated 2017-12-19 02:29:00 UTC
Description Mumble 1.2.3 and earlier uses world-readable permissions for .local/share/data/Mumble/.mumble.sqlite files in home direct:

/ |

1|

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mumble Mumble 1.2.0 All All All

Application Mumble Mumble 1.2.2 All All All

Application Mumble Mumble 1.2.0 All All All

Application Mumble Mumble 1.2.2 All All All

Application Mumble Mumble All All All All

Reference Source Link
#659039 - mumble: Mumble database is world-readable - Debian Bug report logs CONFIRM  bugs.det
Security Advisory SA47951 - Mumble Database File Insecure Permissions - Secunia SECUNIA  secunia.c
Bug 791000 — CVE-2012-0863 mumble: insecure world-readable permissions on database file CONFIRM  bugzilla.r
oss-security - CVE request: mumble local information disclosure MLIST WWW.OpE

403939 — (CVE-2012-0863) <media-sound/mumble-1.2.3-r2 : Database File Insecure Permissions (CVE-2012-0863) CONFIRM bugs.gen

Explicitly remove file permissions for settings and DB - mumble-voip/mumble@5632c35 - GitHub CONFIRM  github.co
Debian -- Security Information -- DSA-2411-1 mumble DEBIAN www.dek
Malformed Request BID WWw.sec

oss-security - Re: CVE request: mumble local information disclosure MLIST WWW.0pPE
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Bug #783405 “Mumble stores passwords in plain text in a globally...” : Bugs : mumble package : Ubuntu CONFIRM  bugs.laur

CVE Program record CVE.ORG www.cve
NVD vulnerability detail NVD nvd.nist.¢
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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