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CVE-2012-0866

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACUAUSCPIPIAP Certain versions of Postgresgl from Postgresqgl contain the following
’ vulnerability:

CREATE TRIGGER in PostgreSQL 8.3.x before 8.3.18, 8.4.x before
8.4.11, 9.0.x before 9.0.7, and 9.1.x before 9.1.3 does not properly
check the execute permission for trigger functions marked SECURITY
DEFINER, which allows remote authenticated users to execute
otherwise restricted triggers on arbitrary data by installing the trigger on
an attacker-owned table.

CVE-2012-0866 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: (SEEMEDIN] |

Access Access Authentication
Vector Complexity

NETWORK LoW
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link
Support / Security / Advisories / / MDVSA-2012:026 | Mandriva & MANDRIVA MDVSA-2012:026
Support / Security / Advisories / / MDVSA-2012:027 | Mandriva & MANDRIVA MDVSA-2012:027
PostgreSQL: Documentation: 9.0: Release 9.0.7 @ CONFIRM
www.postgresql.org/docs/9.0/static/release-
9-0-7.html
PostgreSQL: Documentation: 8.3: Release 8.3.18 @ CONFIRM
www.postgresgl.org/docs/8.3/static/release-
8-3-18.html



https://cve.report/
https://cve.report/CVE-2012-0866/mitre
https://cve.report/CVE-2012-0866/nist
https://cve.report/CVE-2012-0866/cve_org
https://cve.report/CVE-2012-866.pdf
http://cve.report/software/postgresql/postgresql
http://cve.report/vendor/postgresql
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.mandriva.com/security/advisories?name=MDVSA-2012:026
http://www.mandriva.com/security/advisories?name=MDVSA-2012:027
http://www.postgresql.org/docs/9.0/static/release-9-0-7.html
http://www.postgresql.org/docs/8.3/static/release-8-3-18.html

Red Hat Customer Portal

Support / Security / Advisories / / MDVSA-2012:092 | Mandriva

PostgreSQL: Documentation: 8.4: Release 8.4.11

PostgreSQL: Documentation: 9.1: Release 9.1.3

Red Hat Customer Portal

Security Advisory SA49272 - Red Hat update for postgresq| -
Secunia

openSUSE-SU-2012:1173-1: moderate: postgresql to 9.1.3

PostgreSQL: Security Update 2012-02-27 released

Security Advisory SA49273 - Red Hat update for postgresql and
postgresql84 - Secunia

Juniper Networks - 2015-10 Security Bulletin: CTPView: Multiple
Vulnerabilities in CTPView

Debian -- Security Information -- DSA-2418-1 postgresql-8.4

web.archive.org
text/html

Inactive Link"| Not Archived

www.mandriva.com
text/html

www.postgresgl.org

text/html

www.postgresqgl.org
text/html

web.archive.org
text/html

Inactive Link'| Not Archived

web.archive.org
text/html

lists.opensuse.org
text/html

Vendor Advisory
www.postgresqgl.org
text/html

web.archive.org
text/html

kb.juniper.net
text/html

www.debian.org
Depreciated Link
text/html

& REDHAT RHSA-2012:0677

& MANDRIVA MDVSA-2012:092

@ CONFIRM
www.postgresgl.org/docs/8.4/static/release-
8-4-11.html

@ CONFIRM
www.postgresql.org/docs/9.1/static/release-
9-1-3.html

& REDHAT RHSA-2012:0678

) SECUNIA 49272

9 SUSE openSUSE-SU-2012:1173

@ CONFIRM
www.postgresgl.org/about/news/1377/

) SECUNIA 49273

& CONFIRM
kb.juniper.net/InfoCenter/index?
page=content&id=JSA10705

(© DEBIAN DSA-2418

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product

Application Postgresql Postgresql
Application Postgresql Postgresql
Application Postgresql Postgresql
Application Postgresql Postgresql
Application Postgresql Postgresql
Application Postgresql Postgresql

Application Postgresql Postgresql

Version

®
w

oo

3.1

8.3.10

8.3.11

8.3.12

8.3.13

8.3.14

Update

All

All

All

All

All

All

Edition Language
All All
All All
All All
All All
All All
All All
All All
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cpe:2.3:a:postgresqgl:postgresql:8.3:*:*:****:*:

cpe:2.3:a:postgresql:postgresql:8.3.1: "™

Lk Rk kR akak.

cpe:2.3:a:postgresql:postgresql:8.3.11

Sk Lk ak kR akak,

cpe:2.3:a:postgresql:postgresql:8.3.12:*:*:**:**:*:

dkk ok kakakak.

cpe:2.3:a:postgresql:postgresql:8.3.13:*:** " :*:

Sk Rk kR akak.

cpe:2.3:a:postgresqgl:postgresql:8.3.14:*:***:**:*:

Sk ok ak kR akak,

cpe:2.3:a:postgresqgl:postgresql:8.3.16:*:***:**:*:

dkakakakakakak.

cpe:2.3:a:postgresqgl:postgresql:8.3.17:*:** ¥ ™

cpe:2.3:a:postgresql:postgresql:8.3.2:*:* " * "

cpe:2.3:a:postgresql:postgresql:8.3.3: " * "

cpe:2.3:a:postgresql:postgresql:8.3.4: %" * "

cpe:2.3:a:postgresql:postgresql:8.3.5: %" *

cpe:2.3:a:postgresql:postgresql:8.3.6:*:* " "

cpe:2.3:a:postgresql:postgresql:8.3.7: " * "

cpe:2.3:a:postgresql:postgresql:8.3.8: %" * "

cpe:2.3:a:postgresql:postgresql:8.3.9:: " "

cpe:2.3:a:postgresql:postgresql:8.4:*:*:* "

cpe:2.3:a:postgresqgl:postgresql:8.4.1:*: """

dkukakakakakak.

cpe:2.3:a:postgresql:postgresql:8.4.10:*: "

cpe:2.3:a:postgresql:postgresql:8.4.2:*:* "

cpe:2.3:a:postgresql:postgresql:8.4.3:* "

cpe:2.3:a:postgresql:postgresql:8.4.4:*** "

cpe:2.3:a:postgresql:postgresql:8.4.5: "

cpe:2.3:a:postgresql:postgresql:8.4.6:*:*: "

cpe:2.3:a:postgresql:postgresql:8.4.7:****

cpe:2.3:a:postgresql:postgresql:8.4.8:*:*:**:*



cpe:2.3:a:postgresql:postgresql:8.4.9:**:***
cpe:2.3:a:postgresqgl:postgresql:9.0:*:*:****:*:

cpe:2.3:a:postgresqgl:postgresql:9.0.1: "
cpe:2.3:a:postgresql:postgresql:9.0.2:*:*:***:*:*:
cpe:2.3:a:postgresql:postgresql:9.0.3:*:*:***:*:*:
cpe:2.3:a:postgresql:postgresql:9.0.4:**:***: "
cpe:2.3:a:postgresql:postgresql:9.0.5:*****: 1%
cpe:2.3:a:postgresql:postgresql:9.0.6:*:*:***:*:*:
cpe:2.3:a:postgresqgl:postgresql:9.1:*:*:**:**::

cpe:2.3:a:postgresql:postgresql:9.1.1:*****:**:
cpe:2.3:a:postgresqgl:postgresql:9.1.2:*** " ™

cpe:2.3:a:postgresql:postgresql:8.3:*: """

cpe:2.3:a:postgresql:postgresql:8.3.1:*: " "™

cpe:2.3:a:postgresql:postgresql:8.3.2:*: " "

cpe:2.3:a:postgresql:postgresql:8.3.3: 7 " *

cpe:2.3:a:postgresql:postgresql:8.3.4: "

cpe:2.3:a:postgresql:postgresql:8.3.5:****:*

cpe:2.3:a:postgresql:postgresql:8.3.6:*:*: "

cpe:2.3:a:postgresql:postgresql:8.3.7:** "

cpe:2.3:a:postgresql:postgresql:8.3.8:*:*: "

AnnD iarnnctaracalinactaraeAl:Q 2 QF kR ok ok k,
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cpe:2.3:a:postgresqgl:postgresql:8.4:*:*:****:*:

cpe:2.3:a:postgresql:postgresql:8.4.1: 7 "

Sk Lk k kR akak.

cpe:2.3:a:postgresql:postgresql:8.4.10:

cpe:2.3:a:postgresql:postgresql:8.4.2:****:**:*:

cpe:2.3:a:postgresql:postgresql:8.4.3:*** "

cpe:2.3:a:postgresql:postgresql:8.4.4: > *** "

cpe:2.3:a:postgresql:postgresql:8.4.5:******:*:

cpe:2.3:a:postgresql:postgresql:8.4.6:*:*:**:**:*:

cpe:2.3:a:postgresql:postgresql:8.4.7:******:*:

cpe:2.3:a:postgresql:postgresql:8.4.8:*:*:*:*:**:*:

cpe:2.3:a:postgresql:postgresql:8.4.9:*:* " * "

dkak koK akak ok,

cpe:2.3:a:postgresql:postgresql:9.0:*: " "

cpe:2.3:a:postgresqgl:postgresql:9.0.1:*: " "

cpe:2.3:a:postgresql:postgresql:9.0.2:*:* " * "

cpe:2.3:a:postgresql:postgresql:9.0.3: %" "

cpe:2.3:a:postgresqgl:postgresql:9.0.4:*: " "

cpe:2.3:a:postgresql:postgresql:9.0.5: %" "

cpe:2.3:a:postgresql:postgresql:9.0.6: %" "

cpe:2.3:a:postgresql:postgresql:9.1:*:** "

cpe:2.3:a:postgresqgl:postgresql:9.1.1: " "

cpe:2.3:a:postgresqgl:postgresql:9.1.2:* """

No vendor comments have been submitted for this CVE
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