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Summary

CVE CVE-2012-0946

State PUBLIC

Assigner security@ubuntu.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-04-22 18:55:00 UTC

Updated 2017-12-29 02:29:00 UTC

Description The NVIDIA UNIX driver before 295.40 allows local users to access arbitrary memory locations by leveraging GPU device-node read/write privileges.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nvidia Unix Driver All All All All

References

Reference Source

Security vulnerability CVE-2012-0946 in the NVIDIA UNIX driver CONFIRM

Security Advisory SA48650 - NVIDIA Graphics Drivers for Linux GPU Device Node Access Privilege Escalation Vulnerability - Secunia SECUNIA

USN-1420-1: NVIDIA graphics drivers vulnerability | Ubuntu UBUNTU

Security Advisory SA48793 - Ubuntu update for nvidia-graphics-drivers - Secunia SECUNIA

IBM X-Force Exchange XF

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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