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Summary

CVE CVE-2012-0948

State PUBLIC

Assigner security@ubuntu.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-06-07 21:55:00 UTC

Updated 2017-08-29 01:31:00 UTC

Description DistUpgrade/DistUpgradeMain.py in Update Manager, as used by Ubuntu 12.04 LTS, 11.10, and 11.04, uses weak permissions for (1) apt-clone_system_state.tar.gz and (2) system_state.tar.gz, which allows local users to obtain repository credentials.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 11.04 All All All

Operating System Canonical Ubuntu Linux 11.10 All All All

Operating System Canonical Ubuntu Linux 12.04 - lts All

Operating System Canonical Ubuntu Linux 11.04 All All All

Operating System Canonical Ubuntu Linux 11.10 All All All

Operating System Canonical Ubuntu Linux 12.04 - lts All

Application Gnome Update-manager-core 0.150.5.2 All All All

Application Gnome Update-manager-core 0.152.25.10 All All All

Application Gnome Update-manager-core 0.156.14.3 All All All

Application Gnome Update-manager-core 0.150.5.2 All All All

Application Gnome Update-manager-core 0.152.25.10 All All All

Application Gnome Update-manager-core 0.156.14.3 All All All
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launchpadlibrarian.net/105380733/update-manager_1%3A0.156.14.3_1%3A0.156.14.4.diff.gz CONFIRM launchpadlibrarian.net

Security Advisory SA49230 - Ubuntu update for update-manager - Secunia SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

USN-1443-1: Update Manager vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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