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Summary

CVE CVE-2012-0954

State PUBLIC

Assigner security@ubuntu.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-06-19 20:55:00 UTC

Updated 2020-01-08 15:13:00 UTC

Description APT 0.7.x before 0.7.25 and 0.8.x before 0.8.16, when using the apt-key net-update to import keyrings, relies on GnuPG argument order and does not check GPG subkeys, which might allow remote attackers to install altered packages via a man-in-the-middle (MITM) attack. 

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Debian Advanced Package Tool 0.7.0 All All All

Application Debian Advanced Package Tool 0.7.1 All All All

Application Debian Advanced Package Tool 0.7.10 All All All

Application Debian Advanced Package Tool 0.7.11 All All All

Application Debian Advanced Package Tool 0.7.12 All All All

Application Debian Advanced Package Tool 0.7.13 All All All

Application Debian Advanced Package Tool 0.7.14 All All All

Application Debian Advanced Package Tool 0.7.15 All All All

Application Debian Advanced Package Tool 0.7.15 exp1 All All

Application Debian Advanced Package Tool 0.7.15 exp2 All All

Application Debian Advanced Package Tool 0.7.15 exp3 All All

Application Debian Advanced Package Tool 0.7.16 All All All

Application Debian Advanced Package Tool 0.7.17 All All All

Application Debian Advanced Package Tool 0.7.17 exp1 All All

Application Debian Advanced Package Tool 0.7.17 exp2 All All

Application Debian Advanced Package Tool 0.7.17 exp3 All All

Application Debian Advanced Package Tool 0.7.17 exp4 All All
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Application Debian Advanced Package Tool 0.7.17 exp4 All All

Application Debian Advanced Package Tool 0.7.18 All All All

Application Debian Advanced Package Tool 0.7.19 All All All

Application Debian Advanced Package Tool 0.7.2 All All All

Application Debian Advanced Package Tool 0.7.2-0.1 All All All

Application Debian Advanced Package Tool 0.7.20 All All All

Application Debian Advanced Package Tool 0.7.20.1 All All All

Application Debian Advanced Package Tool 0.7.20.2 All All All

Application Debian Advanced Package Tool 0.7.21 All All All

Application Debian Advanced Package Tool 0.7.22 All All All

Application Debian Advanced Package Tool 0.7.22.1 All All All

Application Debian Advanced Package Tool 0.7.22.2 All All All

Application Debian Advanced Package Tool 0.7.23 All All All

Application Debian Advanced Package Tool 0.7.23.1 All All All

Application Debian Advanced Package Tool 0.7.24 All All All

Application Debian Advanced Package Tool 0.8.0 All All All

Application Debian Advanced Package Tool 0.8.0 pre1 All All

Application Debian Advanced Package Tool 0.8.0 pre2 All All

Application Debian Advanced Package Tool 0.8.1 All All All

Application Debian Advanced Package Tool 0.8.10 All All All

Application Debian Advanced Package Tool 0.8.10.1 All All All

Application Debian Advanced Package Tool 0.8.10.2 All All All

Application Debian Advanced Package Tool 0.8.10.3 All All All

Application Debian Advanced Package Tool 0.8.11 All All All

Application Debian Advanced Package Tool 0.8.11.1 All All All

Application Debian Advanced Package Tool 0.8.11.2 All All All

Application Debian Advanced Package Tool 0.8.11.3 All All All

Application Debian Advanced Package Tool 0.8.11.4 All All All

Application Debian Advanced Package Tool 0.8.11.5 All All All

Application Debian Advanced Package Tool 0.8.12 All All All

Application Debian Advanced Package Tool 0.8.13 All All All

Application Debian Advanced Package Tool 0.8.13.1 All All All

Application Debian Advanced Package Tool 0.8.13.2 All All All

Application Debian Advanced Package Tool 0.8.14 All All All

Application Debian Advanced Package Tool 0.8.14.1 All All All

Application Debian Advanced Package Tool 0.8.15 All All All
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Application Debian Advanced Package Tool 0.8.15 exp1 All All

Application Debian Advanced Package Tool 0.8.15 exp2 All All

Application Debian Advanced Package Tool 0.8.15 exp3 All All

Application Debian Advanced Package Tool 0.8.15.1 All All All

Application Debian Advanced Package Tool 0.8.15.10 All All All

Application Debian Advanced Package Tool 0.8.15.6 All All All

Application Debian Advanced Package Tool 0.8.15.7 All All All

Application Debian Advanced Package Tool 0.8.15.8 All All All

Application Debian Advanced Package Tool 0.8.15.9 All All All

Application Debian Advanced Package Tool 0.7.0 All All All

Application Debian Advanced Package Tool 0.7.1 All All All

Application Debian Advanced Package Tool 0.7.10 All All All

Application Debian Advanced Package Tool 0.7.11 All All All

Application Debian Advanced Package Tool 0.7.12 All All All

Application Debian Advanced Package Tool 0.7.13 All All All

Application Debian Advanced Package Tool 0.7.14 All All All

Application Debian Advanced Package Tool 0.7.15 All All All

Application Debian Advanced Package Tool 0.7.15 exp1 All All

Application Debian Advanced Package Tool 0.7.15 exp2 All All

Application Debian Advanced Package Tool 0.7.15 exp3 All All

Application Debian Advanced Package Tool 0.7.16 All All All

Application Debian Advanced Package Tool 0.7.17 All All All

Application Debian Advanced Package Tool 0.7.17 exp1 All All

Application Debian Advanced Package Tool 0.7.17 exp2 All All

Application Debian Advanced Package Tool 0.7.17 exp3 All All

Application Debian Advanced Package Tool 0.7.17 exp4 All All

Application Debian Advanced Package Tool 0.7.18 All All All

Application Debian Advanced Package Tool 0.7.19 All All All

Application Debian Advanced Package Tool 0.7.2 All All All

Application Debian Advanced Package Tool 0.7.2-0.1 All All All

Application Debian Advanced Package Tool 0.7.20 All All All

Application Debian Advanced Package Tool 0.7.20.1 All All All

Application Debian Advanced Package Tool 0.7.20.2 All All All

Application Debian Advanced Package Tool 0.7.21 All All All

Application Debian Advanced Package Tool 0.7.22 All All All

Application Debian Advanced Package Tool 0.7.22.1 All All All
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Application Debian Advanced Package Tool 0.7.22.1 All All All

Application Debian Advanced Package Tool 0.7.22.2 All All All

Application Debian Advanced Package Tool 0.7.23 All All All

Application Debian Advanced Package Tool 0.7.23.1 All All All

Application Debian Advanced Package Tool 0.7.24 All All All

Application Debian Advanced Package Tool 0.8.0 All All All

Application Debian Advanced Package Tool 0.8.0 pre1 All All

Application Debian Advanced Package Tool 0.8.0 pre2 All All

Application Debian Advanced Package Tool 0.8.1 All All All

Application Debian Advanced Package Tool 0.8.10 All All All

Application Debian Advanced Package Tool 0.8.10.1 All All All

Application Debian Advanced Package Tool 0.8.10.2 All All All

Application Debian Advanced Package Tool 0.8.10.3 All All All

Application Debian Advanced Package Tool 0.8.11 All All All

Application Debian Advanced Package Tool 0.8.11.1 All All All

Application Debian Advanced Package Tool 0.8.11.2 All All All

Application Debian Advanced Package Tool 0.8.11.3 All All All

Application Debian Advanced Package Tool 0.8.11.4 All All All

Application Debian Advanced Package Tool 0.8.11.5 All All All

Application Debian Advanced Package Tool 0.8.12 All All All

Application Debian Advanced Package Tool 0.8.13 All All All

Application Debian Advanced Package Tool 0.8.13.1 All All All

Application Debian Advanced Package Tool 0.8.13.2 All All All

Application Debian Advanced Package Tool 0.8.14 All All All

Application Debian Advanced Package Tool 0.8.14.1 All All All

Application Debian Advanced Package Tool 0.8.15 All All All

Application Debian Advanced Package Tool 0.8.15 exp1 All All

Application Debian Advanced Package Tool 0.8.15 exp2 All All

Application Debian Advanced Package Tool 0.8.15 exp3 All All

Application Debian Advanced Package Tool 0.8.15.1 All All All

Application Debian Advanced Package Tool 0.8.15.10 All All All

Application Debian Advanced Package Tool 0.8.15.6 All All All

Application Debian Advanced Package Tool 0.8.15.7 All All All

Application Debian Advanced Package Tool 0.8.15.8 All All All

Application Debian Advanced Package Tool 0.8.15.9 All All All

http://cve.report/vendor/debian
http://cve.report/software/debian/advanced_package_tool
http://cve.report/vendor/debian
http://cve.report/software/debian/advanced_package_tool
http://cve.report/vendor/debian
http://cve.report/software/debian/advanced_package_tool
http://cve.report/vendor/debian
http://cve.report/software/debian/advanced_package_tool
http://cve.report/vendor/debian
http://cve.report/software/debian/advanced_package_tool
http://cve.report/vendor/debian
http://cve.report/software/debian/advanced_package_tool
http://cve.report/vendor/debian
http://cve.report/software/debian/advanced_package_tool
http://cve.report/vendor/debian
http://cve.report/software/debian/advanced_package_tool
http://cve.report/vendor/debian
http://cve.report/software/debian/advanced_package_tool
http://cve.report/vendor/debian
http://cve.report/software/debian/advanced_package_tool
http://cve.report/vendor/debian
http://cve.report/software/debian/advanced_package_tool
http://cve.report/vendor/debian
http://cve.report/software/debian/advanced_package_tool
http://cve.report/vendor/debian
http://cve.report/software/debian/advanced_package_tool
http://cve.report/vendor/debian
http://cve.report/software/debian/advanced_package_tool
http://cve.report/vendor/debian
http://cve.report/software/debian/advanced_package_tool
http://cve.report/vendor/debian
http://cve.report/software/debian/advanced_package_tool
http://cve.report/vendor/debian
http://cve.report/software/debian/advanced_package_tool
http://cve.report/vendor/debian
http://cve.report/software/debian/advanced_package_tool
http://cve.report/vendor/debian
http://cve.report/software/debian/advanced_package_tool
http://cve.report/vendor/debian
http://cve.report/software/debian/advanced_package_tool
http://cve.report/vendor/debian
http://cve.report/software/debian/advanced_package_tool
http://cve.report/vendor/debian
http://cve.report/software/debian/advanced_package_tool
http://cve.report/vendor/debian
http://cve.report/software/debian/advanced_package_tool
http://cve.report/vendor/debian
http://cve.report/software/debian/advanced_package_tool
http://cve.report/vendor/debian
http://cve.report/software/debian/advanced_package_tool
http://cve.report/vendor/debian
http://cve.report/software/debian/advanced_package_tool
http://cve.report/vendor/debian
http://cve.report/software/debian/advanced_package_tool
http://cve.report/vendor/debian
http://cve.report/software/debian/advanced_package_tool
http://cve.report/vendor/debian
http://cve.report/software/debian/advanced_package_tool
http://cve.report/vendor/debian
http://cve.report/software/debian/advanced_package_tool
http://cve.report/vendor/debian
http://cve.report/software/debian/advanced_package_tool
http://cve.report/vendor/debian
http://cve.report/software/debian/advanced_package_tool
http://cve.report/vendor/debian
http://cve.report/software/debian/advanced_package_tool
http://cve.report/vendor/debian
http://cve.report/software/debian/advanced_package_tool
http://cve.report/vendor/debian
http://cve.report/software/debian/advanced_package_tool


References

Reference Source Link Tags

USN-1475-1: APT update | Ubuntu UBUNTU www.ubuntu.com

Bug #1013681 “make apt-key net-update secure” : Bugs : “apt” package : Ubuntu CONFIRM bugs.launchpad.net

Full Disclosure: Using second gpg keyring may be misleading? FULLDISC seclists.org

Full Disclosure: Strange gpg key shadowing FULLDISC seclists.org

Full Disclosure: ubuntu apt-key (part 3) FULLDISC seclists.org

Bug #1013128 “gpg key shadowing” : Bugs : “apt” package : Ubuntu CONFIRM bugs.launchpad.net

USN-1477-1: APT vulnerability | Ubuntu UBUNTU www.ubuntu.com

Bug #1013639 “net-update verifcation checking is still insecure ...” : Bugs : “apt” package : Ubuntu CONFIRM bugs.launchpad.net

Ubuntu Linux APT CVE-2012-0954 Security Bypass Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report
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