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Summary

CVE CVE-2012-0958

State PUBLIC

Assigner security@ubuntu.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-12-26 22:55:00 UTC

Updated 2013-01-11 05:00:00 UTC

Description content/unity-api.js in the unity-firefox-extension extension 2.4.1 for Firefox exposes the toDataURL function in an API call, which allows remote attackers to bypass the Same Origin Policy and obtain sensitive information via a crafted webpage.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ps Project Management Team Unity-firefox-extension 2.4.1 - All All

Application Ps Project Management Team Unity-firefox-extension 2.4.1 - All All

References

Reference Source Link

~webapps/unity-firefox-extension/trunk : revision 331 CONFIRM bazaar.launchpad.net

88438 OSVDB osvdb.org

USN-1665-1: unity-firefox-extension vulnerability | Ubuntu UBUNTU www.ubuntu.com

Bug #1069817 “Bypasses Same Origin Policy checks via toDataURL()...” : Bugs : unity-firefox-extension package : Ubuntu MISC bugs.launchpad.net

Ubuntu 'unity-firefox-extension' Package Cross Domain Information Disclosure Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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