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CVE CVE-2012-1059
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2012-02-14 00:55:00 UTC
Updated 2017-08-29 01:31:00 UTC
Description Cross-site scripting (XSS) vulnerability in osCommerce/OM/Core/Site/Shop/Application/Cart/pages/main.php in OSCommel

1|

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update
Application Oscommerce Online Merchant 3.0.2 All
Application Oscommerce Online Merchant 3.0.2 All

Edition Language
All All
All All

References

Reference Source

IBM X-Force Exchange XF
OSCommerce v3.0.2 - Persistent Cross Site Vulnerability EXPLOIT-DB
osCommerce 'Cart' Parameter HTML Injection Vulnerability BID

403 Forbidden MISC

Fix a cross site scripting vulnerability. - osCommerce/oscommerce@a5aeb04 - GitHub  CONFIRM

OSCommerce 3.0.2 Cross Site Scripting = Packet Storm MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD

/

Link Ta
exchange.xforce.ibmcloud.com
www.exploit-db.com Ex
www.securityfocus.com

www.vulnerability-lab.com

github.com

packetstormsecurity.org Ex
Www.cve.org ca
nvd.nist.gov ca

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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https://exchange.xforce.ibmcloud.com/vulnerabilities/72916
http://www.exploit-db.com/exploits/18455
http://www.securityfocus.com/bid/51831
http://www.vulnerability-lab.com/get_content.php?id=407
https://github.com/osCommerce/oscommerce/commit/a5aeb0448cc333cc4b801c0e01981b218fd9c7df
http://packetstormsecurity.org/files/109389/VL-407.txt
https://www.cve.org/CVERecord?id=CVE-2012-1059
https://nvd.nist.gov/vuln/detail/CVE-2012-1059
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