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Summary

CVE CVE-2012-1088

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-02-15 14:57:00 UTC

Updated 2023-02-13 04:32:00 UTC

Description iproute2 before 3.3.0 allows local users to overwrite arbitrary files via a symlink attack on a temporary file used by (1) configure or (2) examples/dhcp-client-script.

Risk And Classification

Problem Types: CWE-59

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Iproute2 Project Iproute2 3.0.0 All All All

Application Iproute2 Project Iproute2 3.1.0 All All All

Application Iproute2 Project Iproute2 3.0.0 All All All

Application Iproute2 Project Iproute2 3.1.0 All All All

Application Iproute2 Project Iproute2 All All All All

References

Reference Source Link

git.kernel.org CONFIRM git.kernel.org

git.kernel.org MISC git.kernel.org

git.kernel.org MISC git.kernel.org

'[security bulletin] HPSBGN02970 rev.1 - HP Rapid Deployment Pack (RDP) or HP Insight Control Server ' - MARC HP marc.info

git.kernel.org CONFIRM git.kernel.org

797878 – (CVE-2012-1088) CVE-2012-1088 iproute: multiple insecure temporary file use issues CONFIRM bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

https://cve.report/
https://cve.report/CVE-2012-1088/mitre
https://cve.report/CVE-2012-1088/nist
https://cve.report/CVE-2012-1088/cve_org
https://cve.report/CVE-2012-1088.pdf
http://cve.report/vendor/iproute2_project
http://cve.report/software/iproute2_project/iproute2
http://cve.report/vendor/iproute2_project
http://cve.report/software/iproute2_project/iproute2
http://cve.report/vendor/iproute2_project
http://cve.report/software/iproute2_project/iproute2
http://cve.report/vendor/iproute2_project
http://cve.report/software/iproute2_project/iproute2
http://cve.report/vendor/iproute2_project
http://cve.report/software/iproute2_project/iproute2
http://git.kernel.org/?p=linux/kernel/git/shemminger/iproute2.git;a=commit;h=e557d1ac3a156ba7521ba44b0b412af4542f83f8
http://git.kernel.org/?p=linux/kernel/git/shemminger/iproute2.git%253Ba=commit%253Bh=20ed7b24df05eadf83168d1d0ce0052a31380928
http://git.kernel.org/?p=linux/kernel/git/shemminger/iproute2.git%253Ba=commit%253Bh=e557d1ac3a156ba7521ba44b0b412af4542f83f8
http://marc.info/?l=bugtraq&m=139447903326211&w=2
http://git.kernel.org/?p=linux/kernel/git/shemminger/iproute2.git;a=commit;h=20ed7b24df05eadf83168d1d0ce0052a31380928
https://bugzilla.redhat.com/show_bug.cgi?id=797878
https://www.cve.org/CVERecord?id=CVE-2012-1088
https://nvd.nist.gov/vuln/detail/CVE-2012-1088


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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