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Summary

CVE CVE-2012-1094

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-03-10 17:15:00 UTC

Updated 2020-03-10 20:57:00 UTC

Description JBoss AS 7 prior to 7.1.1 and mod_cluster do not handle default hostname in the same way, which can cause the excluded-contexts list to be mismatched and the root context to be exposed.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Jboss Application Server All All All All

Application Redhat Jboss Application Server All All All All

References

Reference

CVE-2012-1094 - Red Hat Customer Portal

798841 – (CVE-2012-1094) CVE-2012-1094 mod_cluster registers and exposes the root context of a JBoss AS 7 server by default, despite ROOT being in the excluded-contexts list

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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