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Summary

CVE CVE-2012-1095

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-02-06 17:00:00 UTC

Updated 2018-10-30 16:27:00 UTC

Description osc before 0.134 might allow remote OBS repository servers or package maintainers to execute arbitrary commands via a crafted (1) build log or (2) build status that contains an escape sequence for a terminal emulator.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Opensuse Opensuse 11.4 All All All

Operating System Opensuse Opensuse 12.1 All All All

Operating System Opensuse Opensuse 11.4 All All All

Operating System Opensuse Opensuse 12.1 All All All

Application Opensuse Osc All All All All

References

Reference

oss-security - Re: CVE Request (minor) -- osc: Improper sanitization of terminal emulator escape sequences when displaying build log and build status

oss-security - Re: Re: CVE Request (minor) -- osc: Improper sanitization of terminal emulator escape sequences when displaying build log and build 

openSUSE-SU-2012:0400-1: osc: Update to 0.134.1

oss-security - CVE Request (minor) -- osc: Improper sanitization of terminal emulator escape sequences when displaying build log and build status

Access Denied

798353 – (CVE-2012-1095) CVE-2012-1095 osc: Improper sanitization of terminal emulator escape sequences when displaying build log and build status

CVE Program record

NVD vulnerability detail

https://cve.report/
https://cve.report/CVE-2012-1095/mitre
https://cve.report/CVE-2012-1095/nist
https://cve.report/CVE-2012-1095/cve_org
https://cve.report/CVE-2012-1095.pdf
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/osc
http://www.openwall.com/lists/oss-security/2012/02/28/15
http://www.openwall.com/lists/oss-security/2012/03/02/2
http://lists.opensuse.org/opensuse-updates/2012-03/msg00035.html
http://www.openwall.com/lists/oss-security/2012/02/28/9
https://bugzilla.novell.com/show_bug.cgi?id=749335
https://bugzilla.redhat.com/show_bug.cgi?id=798353
https://www.cve.org/CVERecord?id=CVE-2012-1095
https://nvd.nist.gov/vuln/detail/CVE-2012-1095


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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