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emacs/notmuch-mua.el in Notmuch before 0.11.1, when using the Emacs interface, allows user-assisted remote attackers 1

| 1|

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
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Application
Application
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Application
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Application

Application

Vendor Product Version Update Edition Language
Gnu Emacs - All All All
Gnu Emacs - All All All
Notmuchmail Notmuch 0.1 All All All
Notmuchmail Notmuch 0.1.1 All All All
Notmuchmail Notmuch 0.10 All All All
Notmuchmail Notmuch 0.10 rcl All All
Notmuchmail Notmuch 0.10 rc2 All All
Notmuchmail Notmuch 0.10.1 All All All
Notmuchmail Notmuch 0.10.2 All All All
Notmuchmail Notmuch 0.11 rci All All
Notmuchmail Notmuch 0.11 rc2 All All
Notmuchmail Notmuch 0.11 rc2-1 All All
Notmuchmail Notmuch 0.11 rc3 All All
Notmuchmail Notmuch 0.11 rc3-1 All All
Notmuchmail Notmuch 0.2 All All All
Notmuchmail Notmuch 0.3 All All All
Notmuchmail Notmuch 0.3.1 All All All


https://cve.report/
https://cve.report/CVE-2012-1103/mitre
https://cve.report/CVE-2012-1103/nist
https://cve.report/CVE-2012-1103/cve_org
https://cve.report/CVE-2012-1103.pdf
http://cve.report/vendor/gnu
http://cve.report/software/gnu/emacs
http://cve.report/vendor/gnu
http://cve.report/software/gnu/emacs
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Notmuchmail

Notmuchmail

Notmuchmail

Notmuchmail

Notmuchmail

Notmuchmail

Notmuchmail

Notmuchmail

Notmuchmail

Notmuchmail

Notmuchmail

Notmuchmail

Notmuchmail

Notmuchmail

Notmuchmail

Notmuchmail

Notmuchmail

Notmuchmail

Notmuchmail

Notmuchmail

Notmuchmail

Notmuchmail

Notmuchmail

Notmuchmail

Notmuchmail

Notmuchmail

Notmuchmail

Notmuchmail

Notmuchmail

Notmuchmail

Notmuchmail

Notmuchmail

Notmuchmail

Notmuchmail

Notmuchmail

Notmuch

Notmuch

Notmuch

Notmuch

Notmuch

Notmuch

Notmuch

Notmuch

Notmuch

Notmuch

Notmuch

Notmuch

Notmuch

Notmuch

Notmuch

Notmuch

Notmuch

Notmuch

Notmuch

Notmuch

Notmuch

Notmuch

Notmuch

Notmuch

Notmuch

Notmuch

Notmuch

Notmuch

Notmuch

Notmuch

Notmuch

Notmuch

Notmuch

Notmuch

Notmuch

0.4

0.5

0.6

0.6

0.6

0.6.1

0.7

0.7

0.8

0.8

0.8

0.9

0.9

0.9

All

0.1

0.10

0.10

0.10

0.10.1

0.10.2

0.11

0.11

0.11

0.11

0.11

0.2

0.3

0.3.1

0.4

0.5

0.6

0.6

0.6

All

All

All

254

rcl

All

All

rcl

All

rcO

rcl

All

rcl

rc2

All

All

All

All

rcl

rc2

All

All

rcl

rc2

rc2-1

rc3

rc3-1

All

All

All

All

All

All

254

rcl

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch
http://cve.report/vendor/notmuchmail
http://cve.report/software/notmuchmail/notmuch

Application Notmuchmail Notmuch 0.6.1 All All All
Application Notmuchmail Notmuch 0.7 All All All
Application Notmuchmail Notmuch 0.7 rcl All All
Application Notmuchmail Notmuch 0.8 All All All
Application Notmuchmail Notmuch 0.8 rcO All All
Application Notmuchmail Notmuch 0.8 rci All All
Application Notmuchmail Notmuch 0.9 All All All
Application Notmuchmail Notmuch 0.9 rci All All
Application Notmuchmail Notmuch 0.9 rc2 All All
Reference Source Link
Debian -- Security Information -- DSA-2416-1 notmuch DEBIAN www.debian.org

Security Advisory SA48139 - Notmuch Emacs MML Tag Information Disclosure Vulnerability - Secunia SECUNIA  secunia.com

Notmuch Emacs Information Disclosure Vulnerability BID www.securityfocus.corm
oss-security - CVE request: notmuch MLIST www.openwall.com
oss-security - Re: CVE request: notmuch MLIST www.openwall.com
git.notmuchmail.org Git - notmuch/blobdiff - emacs/notmuch-mua.el CONFIRM git.notmuchmail.org
release-0.11.1 CONFIRM  notmuchmail.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

4]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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