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CVE-2012-1119

PUBLIC

CVE-2012-1119

MITRE NVD
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CVE Program / NVD first with legacy fallback
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JSON API Print: PDF 1)

MantisBT before 1.2.9 does not audit when users copy or clone a bug report, which makes it easier for remote attackers to

Risk And Classification
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NVD Known Affected Configurations (CPE 2.3)
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Application Mantisbt Mantisbt 1.1.0 al All All
Application Mantisbt Mantisbt 1.1.0 a2 All All
Application Mantisbt Mantisbt 1.1.0 a3 All All
Application Mantisbt Mantisbt 1.1.0 a4 All All
Application Mantisbt Mantisbt 1.1.0 rci All All
Application Mantisbt Mantisbt 1.1.0 rc2 All All
Application Mantisbt Mantisbt 1.1.0 rc3 All All
Application Mantisbt Mantisbt 1.1.1 All All All
Application Mantisbt Mantisbt 1.1.2 All All All
Application Mantisbt Mantisbt 1.1.3 All All All
Application Mantisbt Mantisbt 1.1.4 All All All
Application Mantisbt Mantisbt 1.1.5 All All All
Application Mantisbt Mantisbt 1.1.6 All All All
Application Mantisbt Mantisbt 1.1.7 All All All
Application Mantisbt Mantisbt 1.1.8 All All All
Application Mantisbt Mantisbt 1.1.9 All All All
Application Mantisbt Mantisbt 1.2.0 All All All
Application Mantisbt Mantisbt 1.2.0 alphat All All
Application Mantisbt Mantisbt 1.2.0 alpha2 All All
Application Mantisbt Mantisbt 1.2.0 alpha3 All All
Application Mantisbt Mantisbt 1.2.0 rci All All
Application Mantisbt Mantisbt 1.2.0 rc2 All All
Application Mantisbt Mantisbt 1.2.1 All All All
Application Mantisbt Mantisbt 1.2.2 All All All
Application Mantisbt Mantisbt 1.2.3 All All All
Application Mantisbt Mantisbt 1.2.4 All All All
Application Mantisbt Mantisbt 1.2.5 All All All
Application Mantisbt Mantisbt 1.2.6 All All All
Application Mantisbt Mantisbt 1.2.7 All All All
Application Mantisbt Mantisbt All All All All
Reference Source Link Tags
About Secunia Research | Flexera SECUNIA  secunia.com Vendor
Gentoo Linux Documentation -- MantisBT: Multiple vulnerabilities GENTOO  security.gentoo.org
[SECURITY] Fedora 18 Update: mantis-1.2.12-1.fc18 FEDORA lists.fedoraproject.org
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http://lists.fedoraproject.org/pipermail/package-announce/2012-November/092926.html

Debian -- Security Information -- DSA-2500-1 mantis

[SECURITY] Fedora 16 Update: mantis-1.2.12-1.fc16

oss-security - Re: CVE request: mantisbt before 1.2.9

Add "New Issue" entry to history when copying bugs - mantisbt/mantisbt@dea7e31 - GitHub
Security Advisory SA51199 - Gentoo update for MantisBT - Secunia

Fix #13816: Update history when copying issues - mantisbt/mantisbt@cf5df42 - GitHub
MantisBT Multiple Security Bypass Vulnerabilities

About Secunia Research | Flexera

[SECURITY] Fedora 17 Update: mantis-1.2.12-1.fc17

Change Log - MantisBT

0013816: Enhance history when copying issues - MantisBT

CVE Program record

NVD vulnerability detail

/

DEBIAN

FEDORA

MLIST

CONFIRM

SECUNIA

CONFIRM

BID

SECUNIA

FEDORA

CONFIRM

CONFIRM

CVE.ORG

NVD

www.debian.org
lists.fedoraproject.org
www.openwall.com
github.com
secunia.com
github.com
www.securityfocus.com
secunia.com
lists.fedoraproject.org
www.mantisbt.org
www.mantisbt.org
Www.cve.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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