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assanvuacrruunsucnan — Gertain versions of Fedora from Fedoraproject contain the following
’ vulnerability:

The mem_cgroup_usage_unregister_event function in
mm/memcontrol.c in the Linux kernel before 3.2.10 does not properly
handle multiple events that are attached to the same eventfd, which
allows local users to cause a denial of service (NULL pointer
dereference and system crash) or possibly have unspecified other
impact by registering memory threshold events.

CVE-2012-1146 has been assigned by & secalert@redhat.com to track the vulnerability - currently rated as severity.

CVSS3 Score: [SEEMEDIN) |

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ NONE | =3 [ HIGH |
CVSS2 Score: [#SEMEDIUM)
Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
[NONE_ [ NONE |

CVE References

Description Tags Link
kernel/git/torvalds/linux.git (D) MISC git.kernel.org/?p=linux/kernel/git/torvalds/linux-

- Linux kernel source tree  [FEETIL 2.6.git%3Ba=commit%3Bh=371528caec553785c37{73fa3926ea0de84f986f
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https://cve.report/CVE-2012-1146/cve_org
https://cve.report/CVE-2012-1146.pdf
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2012/http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git%253Ba=commit%253Bh=371528caec553785c37f73fa3926ea0de84f986f

Inactive Link™ Not Archived

[security-announce] Mailing List 9 SUSE SUSE-SU-2012:0554
SUSE-SU-2012:0554-1: Third Party Advisory

important: Security
update for text/htm
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ists.opensuse.org

oss-security - Re: CVE ¢ > MLIST [oss-security] 20120307 Re: CVE request -- kernel: mm: memcg:
request -- kernel: mm: Mailing List unregistring of events attached to the same eventfd can lead to oops
memcg: unregistring of
events attached to the Third Party Advisory
same eventfd can lead to www.openwall.com
oops text/html

mm: memcg: Correct
unregistring of events
attached to the same Third Party Advisory
eventfd -
torvalds/linux@371528¢ - text/htm|
GitHub

) CONFIRM
github.com/torvalds/linux/commit/371528caec553785c37{73fa3926ea0de84986f

Bug 800813 — CVE-2012-
1146 kernel: mm: Issue Tracking
memcg: unregistring of
events attached to the Third Party Advisory
same eventfd can lead to bugzilla.redhat.com
oops text/html

() CONFIRM bugzilla.redhat.com/show_bug.cgi?id=800813

Mailing List A CONFIRM www.kernel.org/pub/linux/kernel/v3.x/ChangelLog-3.2.10
Vendor Advisory
www.kernel.org

text/plain

IBM X-Force Exchange Third Party Advisory € XF kernel-memcg-dos(73711)

exchange.xforce.ibmcloud.com

text/html
About Secunia Research Broken Link Y SECUNIA 48964
| Flexera

Depreciated Link

text/plain
[SECURITY] Fedora 16 Mailing List FEDORA FEDORA-2012-3712
Update: kernel-3.2.10- Third Party Advisory
3.fc16 lists.fedoraproject.org

text/html
Security Advisory Broken Link ) SECUNIA 48898
SA48898 - SUSE update web.archive.org
for kernel - Secunia text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)
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http://lists.opensuse.org/opensuse-security-announce/2012-04/msg00021.html
http://www.openwall.com/lists/oss-security/2012/03/07/3
https://github.com/torvalds/linux/commit/371528caec553785c37f73fa3926ea0de84f986f
https://bugzilla.redhat.com/show_bug.cgi?id=800813
https://cve.report/CVE-2012-1146/9f43a743
https://exchange.xforce.ibmcloud.com/vulnerabilities/73711
https://cve.report/CVE-2012-1146/c0795e48
http://lists.fedoraproject.org/pipermail/package-announce/2012-March/075781.html
https://web.archive.org/web/2012/http://secunia.com/advisories/48898
mailto:%20comment@cve.report

1ype venaor rroauct
Operating Fedoraproject Fedora
System

Operating Fedoraproject Fedora
System

Operating Linux Linux Kernel
System

Operating Linux Linux Kernel

System

Operating Suse
System

Linux Enterprise Desktop

Operating Suse
System

Linux Enterprise Desktop

Operating Suse
System

Linux Enterprise High Availability Extension

Operating Suse
System

Linux Enterprise High Availability Extension

Operating Suse
System

Linux Enterprise Server

Operating Suse
System

Linux Enterprise Server

Operating Suse
System

Linux Enterprise Server

Operating Suse
System

Linux Enterprise Server

akLk Lk KLk k,

cpe:2.3:0:suse:linux_enterprise_desktop:11:sp2:*:*:*:*:*:*:

dkkakkkak.

cpe:2.3:0:suse:linux_enterprise_high_availability_extension:11:sp2:*:*:*:*:*:*:

cpe:2.3:0:suse:linux_enterprise_server:11:sp2:*:*:*:vmware:*:*:

akuk._ukokuk,

cpe:2.3:0:suse:linux_enterprise_server:11:sp2:*:*:-:*:*:*:

cpe:2.3:0:suse:linux_enterprise_server:11:sp2:*:*:*:vmware:*:*:

akak. kKK,

cpe:2.3:0:suse:linux_enterprise_server:11:sp2:*:*:-:*:*:*:
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No vendor comments have been submitted for this CVE
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