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Certain versions of Perl from Perl contain the following vulnerability:

Multiple format string vulnerabilities in dbdimp.c in DBD::Pg (aka DBD-
Pg or libdbd-pg-perl) module before 2.19.0 for Perl allow remote
PostgreSQL database servers to cause a denial of service (process
crash) via format string specifiers in (1) a crafted database warning to
the pg_warn function or (2) a crafted DBD statement to the
dbd_st_prepare function.

CVSS2 Score: 5 - MEDIUM
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CVE References

Description Tags Link

IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF dbdpg-pgwarn-format-string(73854)

Debian -- Security Information -- DSA-2431-1 libdbd-pg-
perl

www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-2431

Bug #75642 for DBD-Pg: Format string security issue
with a malicious server

rt.cpan.org

text/html

 CONFIRM
rt.cpan.org/Public/Bug/Display.html?id=75642

oss-security - CVE Request -- libdbd-pg-perl / perl-DBD-
Pg && libyaml-libyaml-perl / perl-YAML-LibYAML:
Multiple format string flaws

www.openwall.com

text/html

 MLIST [oss-security] 20120309 CVE Request
-- libdbd-pg-perl / perl-DBD-Pg && libyaml-
libyaml-perl / perl-YAML-LibYAML: Multiple
format string flaws

Gentoo Linux Documentation -- Perl DBD-Pg Module: security.gentoo.org  GENTOO GLSA-201204-08

CVE-2012-1151 has been assigned by  secalert@redhat.com to track the vulnerability
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http://www.openwall.com/lists/oss-security/2012/03/09/6


Gentoo Linux Documentation -- Perl DBD-Pg Module:
Arbitrary code execution

security.gentoo.org

text/html

 GENTOO GLSA-201204-08

Security Alerts - Secunia Vendor Advisory

web.archive.org

text/html

 SECUNIA 48319

Bug 801733 – CVE-2012-1151 perl-DBD-Pg: Format
string flaws by turning db notices into Perl warnings and
by preparing DBD statement

bugzilla.redhat.com

text/html

 MISC bugzilla.redhat.com/show_bug.cgi?
id=801733

#661536 - libdbd-pg-perl: CVE-2012-1151: Format string
vulnerabilities in server error parsing - Debian Bug report
logs

bugs.debian.org

text/html

 MISC bugs.debian.org/cgi-bin/bugreport.cgi?
bug=661536

IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF dbdpg-dbdstprepare-format-string(73855)

Security Alerts - Secunia Vendor Advisory

web.archive.org

text/html

 SECUNIA 48307

cpansearch.perl.org

text/plain

 CONFIRM
cpansearch.perl.org/src/TURNSTEP/DBD-Pg-
2.19.1/Changes

oss-security - Re: CVE Request -- libdbd-pg-perl / perl-
DBD-Pg && libyaml-libyaml-perl / perl-YAML-LibYAML:
Multiple format string flaws

www.openwall.com

text/html

 MLIST [oss-security] 20120309 Re: CVE
Request -- libdbd-pg-perl / perl-DBD-Pg &&
libyaml-libyaml-perl / perl-YAML-LibYAML:
Multiple format string flaws

Security Advisory SA48824 - Gentoo update for DBD-Pg
- Secunia

web.archive.org

text/html

 SECUNIA 48824

Support / Security / Advisories / / MDVSA-2012:112 |
Mandriva

www.mandriva.com

text/html

 MANDRIVA MDVSA-2012:112

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2012:1116

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Perl Perl 0.1 All All All

Application Perl Perl 0.2 All All All

Application Perl Perl 0.3 All All All

Application Perl Perl 0.4 All All All

Application Perl Perl 0.5 All All All

Application Perl Perl 0.52 All All All

Application Perl Perl 0.61 All All All
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Application Perl Perl 0.61 All All All

Application Perl Perl 0.62 All All All

Application Perl Perl 0.63 All All All

Application Perl Perl 0.64 All All All

Application Perl Perl 0.65 All All All

Application Perl Perl 0.66 All All All

Application Perl Perl 0.67 All All All

Application Perl Perl 0.68 All All All

Application Perl Perl 0.69 All All All

Application Perl Perl 0.70 All All All

Application Perl Perl 0.71 All All All

Application Perl Perl 0.72 All All All

Application Perl Perl 0.73 All All All

Application Perl Perl 0.80 All All All

Application Perl Perl 0.81 All All All

Application Perl Perl 0.82 All All All

Application Perl Perl 0.83 All All All

Application Perl Perl 0.84 All All All

Application Perl Perl 0.85 All All All

Application Perl Perl 0.86 All All All

Application Perl Perl 0.87 All All All

Application Perl Perl 0.88 All All All

Application Perl Perl 0.89 All All All

Application Perl Perl 0.90 All All All

Application Perl Perl 0.91 All All All

Application Perl Perl 0.92 All All All

Application Perl Perl 0.93 All All All

Application Perl Perl 0.94 All All All

Application Perl Perl 0.95 All All All

Application Perl Perl 0.96 All All All

Application Perl Perl 0.97 All All All

Application Perl Perl 0.98 All All All

Application Perl Perl 0.99 All All All

Application Perl Perl 1.00 All All All

Application Perl Perl 1.01 All All All

Application Perl Perl 1.20 All All All
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Application Perl Perl 1.21 All All All

Application Perl Perl 1.22 All All All

Application Perl Perl 1.31 All All All

Application Perl Perl 1.32 All All All

Application Perl Perl 1.40 All All All

Application Perl Perl 1.41 All All All

Application Perl Perl 1.42 All All All

Application Perl Perl 1.43 All All All

Application Perl Perl 1.44 All All All

Application Perl Perl 1.45 All All All

Application Perl Perl 1.46 All All All

Application Perl Perl 1.47 All All All

Application Perl Perl 1.48 All All All

Application Perl Perl 1.49 All All All

Application Perl Perl 2.0.0 All All All

Application Perl Perl 2.1.0 All All All

Application Perl Perl 2.1.1 All All All

Application Perl Perl 2.1.2 All All All

Application Perl Perl 2.1.3 All All All

Application Perl Perl 2.10.0 All All All

Application Perl Perl 2.10.1 All All All

Application Perl Perl 2.10.2 All All All

Application Perl Perl 2.10.3 All All All

Application Perl Perl 2.10.4 All All All

Application Perl Perl 2.10.5 All All All

Application Perl Perl 2.10.6 All All All

Application Perl Perl 2.10.7 All All All

Application Perl Perl 2.11.0 All All All

Application Perl Perl 2.11.1 All All All

Application Perl Perl 2.11.2 All All All

Application Perl Perl 2.11.3 All All All

Application Perl Perl 2.11.4 All All All

Application Perl Perl 2.11.5 All All All

Application Perl Perl 2.11.6 All All All

Application Perl Perl 2.11.7 All All All

Application Perl Perl 2.11.8 All All All
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Application Perl Perl 2.11.8 All All All

Application Perl Perl 2.12.0 All All All

Application Perl Perl 2.13.0 All All All

Application Perl Perl 2.14.0 All All All

Application Perl Perl 2.14.1 All All All

Application Perl Perl 2.15.0 All All All

Application Perl Perl 2.15.1 All All All

Application Perl Perl 2.16.0 All All All

Application Perl Perl 2.16.1 All All All

Application Perl Perl 2.17.0 All All All

Application Perl Perl 2.17.1 All All All

Application Perl Perl 2.17.2 All All All

Application Perl Perl 2.18.0 All All All

Application Perl Perl 2.2.0 All All All

Application Perl Perl 2.2.1 All All All

Application Perl Perl 2.2.2 All All All

Application Perl Perl 2.3.0 All All All

Application Perl Perl 2.4.0 All All All

Application Perl Perl 2.5.0 All All All

Application Perl Perl 2.5.1 All All All

Application Perl Perl 2.6.0 All All All

Application Perl Perl 2.6.1 All All All

Application Perl Perl 2.6.2 All All All

Application Perl Perl 2.6.3 All All All

Application Perl Perl 2.6.4 All All All

Application Perl Perl 2.6.5 All All All

Application Perl Perl 2.6.6 All All All

Application Perl Perl 2.7.0 All All All

Application Perl Perl 2.7.1 All All All

Application Perl Perl 2.7.2 All All All

Application Perl Perl 2.8.0 All All All

Application Perl Perl 2.8.1 All All All

Application Perl Perl 2.8.2 All All All

Application Perl Perl 2.8.3 All All All

Application Perl Perl 2.8.4 All All All

Application Perl Perl 2.8.5 All All All
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Application Perl Perl 2.8.5 All All All

Application Perl Perl 2.8.6 All All All

Application Perl Perl 2.8.7 All All All

Application Perl Perl 2.8.8 All All All

Application Perl Perl 2.9.0 All All All

Application Perl Perl 2.9.1 All All All

Application Perl Perl 2.9.2 All All All

Application Perl Perl 0.1 All All All

Application Perl Perl 0.2 All All All

Application Perl Perl 0.3 All All All

Application Perl Perl 0.4 All All All

Application Perl Perl 0.5 All All All

Application Perl Perl 0.52 All All All

Application Perl Perl 0.61 All All All

Application Perl Perl 0.62 All All All

Application Perl Perl 0.63 All All All

Application Perl Perl 0.64 All All All

Application Perl Perl 0.65 All All All

Application Perl Perl 0.66 All All All

Application Perl Perl 0.67 All All All

Application Perl Perl 0.68 All All All

Application Perl Perl 0.69 All All All

Application Perl Perl 0.70 All All All

Application Perl Perl 0.71 All All All

Application Perl Perl 0.72 All All All

Application Perl Perl 0.73 All All All

Application Perl Perl 0.80 All All All

Application Perl Perl 0.81 All All All

Application Perl Perl 0.82 All All All

Application Perl Perl 0.83 All All All

Application Perl Perl 0.84 All All All

Application Perl Perl 0.85 All All All

Application Perl Perl 0.86 All All All

Application Perl Perl 0.87 All All All

Application Perl Perl 0.88 All All All

Application Perl Perl 0.89 All All All

http://cve.report/vendor/perl
http://cve.report/software/perl/perl
http://cve.report/vendor/perl
http://cve.report/software/perl/perl
http://cve.report/vendor/perl
http://cve.report/software/perl/perl
http://cve.report/vendor/perl
http://cve.report/software/perl/perl
http://cve.report/vendor/perl
http://cve.report/software/perl/perl
http://cve.report/vendor/perl
http://cve.report/software/perl/perl
http://cve.report/vendor/perl
http://cve.report/software/perl/perl
http://cve.report/vendor/perl
http://cve.report/software/perl/perl
http://cve.report/vendor/perl
http://cve.report/software/perl/perl
http://cve.report/vendor/perl
http://cve.report/software/perl/perl
http://cve.report/vendor/perl
http://cve.report/software/perl/perl
http://cve.report/vendor/perl
http://cve.report/software/perl/perl
http://cve.report/vendor/perl
http://cve.report/software/perl/perl
http://cve.report/vendor/perl
http://cve.report/software/perl/perl
http://cve.report/vendor/perl
http://cve.report/software/perl/perl
http://cve.report/vendor/perl
http://cve.report/software/perl/perl
http://cve.report/vendor/perl
http://cve.report/software/perl/perl
http://cve.report/vendor/perl
http://cve.report/software/perl/perl
http://cve.report/vendor/perl
http://cve.report/software/perl/perl
http://cve.report/vendor/perl
http://cve.report/software/perl/perl
http://cve.report/vendor/perl
http://cve.report/software/perl/perl
http://cve.report/vendor/perl
http://cve.report/software/perl/perl
http://cve.report/vendor/perl
http://cve.report/software/perl/perl
http://cve.report/vendor/perl
http://cve.report/software/perl/perl
http://cve.report/vendor/perl
http://cve.report/software/perl/perl
http://cve.report/vendor/perl
http://cve.report/software/perl/perl
http://cve.report/vendor/perl
http://cve.report/software/perl/perl
http://cve.report/vendor/perl
http://cve.report/software/perl/perl
http://cve.report/vendor/perl
http://cve.report/software/perl/perl
http://cve.report/vendor/perl
http://cve.report/software/perl/perl
http://cve.report/vendor/perl
http://cve.report/software/perl/perl
http://cve.report/vendor/perl
http://cve.report/software/perl/perl
http://cve.report/vendor/perl
http://cve.report/software/perl/perl
http://cve.report/vendor/perl
http://cve.report/software/perl/perl
http://cve.report/vendor/perl
http://cve.report/software/perl/perl


Application Perl Perl 0.90 All All All

Application Perl Perl 0.91 All All All

Application Perl Perl 0.92 All All All

Application Perl Perl 0.93 All All All

Application Perl Perl 0.94 All All All

Application Perl Perl 0.95 All All All

Application Perl Perl 0.96 All All All

Application Perl Perl 0.97 All All All

Application Perl Perl 0.98 All All All

Application Perl Perl 0.99 All All All

Application Perl Perl 1.00 All All All

Application Perl Perl 1.01 All All All

Application Perl Perl 1.20 All All All

Application Perl Perl 1.21 All All All

Application Perl Perl 1.22 All All All

Application Perl Perl 1.31 All All All

Application Perl Perl 1.32 All All All

Application Perl Perl 1.40 All All All

Application Perl Perl 1.41 All All All

Application Perl Perl 1.42 All All All

Application Perl Perl 1.43 All All All

Application Perl Perl 1.44 All All All

Application Perl Perl 1.45 All All All

Application Perl Perl 1.46 All All All

Application Perl Perl 1.47 All All All

Application Perl Perl 1.48 All All All

Application Perl Perl 1.49 All All All

Application Perl Perl 2.0.0 All All All

Application Perl Perl 2.1.0 All All All

Application Perl Perl 2.1.1 All All All

Application Perl Perl 2.1.2 All All All

Application Perl Perl 2.1.3 All All All

Application Perl Perl 2.10.0 All All All

Application Perl Perl 2.10.1 All All All

Application Perl Perl 2.10.2 All All All

Application Perl Perl 2.10.3 All All All
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cpe:2.3:a:perl:perl:2.14.1:*:*:*:*:*:*:*:

cpe:2.3:a:perl:perl:2.15.0:*:*:*:*:*:*:*:

cpe:2.3:a:perl:perl:2.15.1:*:*:*:*:*:*:*:

cpe:2.3:a:perl:perl:2.16.0:*:*:*:*:*:*:*:

cpe:2.3:a:perl:perl:2.16.1:*:*:*:*:*:*:*:

cpe:2.3:a:perl:perl:2.17.0:*:*:*:*:*:*:*:

cpe:2.3:a:perl:perl:2.17.1:*:*:*:*:*:*:*:

cpe:2.3:a:perl:perl:2.17.2:*:*:*:*:*:*:*:

cpe:2.3:a:perl:perl:2.18.0:*:*:*:*:*:*:*:

cpe:2.3:a:perl:perl:2.2.0:*:*:*:*:*:*:*:

cpe:2.3:a:perl:perl:2.2.1:*:*:*:*:*:*:*:



cpe:2.3:a:perl:perl:2.2.2:*:*:*:*:*:*:*:

cpe:2.3:a:perl:perl:2.3.0:*:*:*:*:*:*:*:

cpe:2.3:a:perl:perl:2.4.0:*:*:*:*:*:*:*:

cpe:2.3:a:perl:perl:2.5.0:*:*:*:*:*:*:*:

cpe:2.3:a:perl:perl:2.5.1:*:*:*:*:*:*:*:

cpe:2.3:a:perl:perl:2.6.0:*:*:*:*:*:*:*:

cpe:2.3:a:perl:perl:2.6.1:*:*:*:*:*:*:*:

cpe:2.3:a:perl:perl:2.6.2:*:*:*:*:*:*:*:

cpe:2.3:a:perl:perl:2.6.3:*:*:*:*:*:*:*:

cpe:2.3:a:perl:perl:2.6.4:*:*:*:*:*:*:*:

cpe:2.3:a:perl:perl:2.6.5:*:*:*:*:*:*:*:

cpe:2.3:a:perl:perl:2.6.6:*:*:*:*:*:*:*:

cpe:2.3:a:perl:perl:2.7.0:*:*:*:*:*:*:*:

cpe:2.3:a:perl:perl:2.7.1:*:*:*:*:*:*:*:

cpe:2.3:a:perl:perl:2.7.2:*:*:*:*:*:*:*:

cpe:2.3:a:perl:perl:2.8.0:*:*:*:*:*:*:*:

cpe:2.3:a:perl:perl:2.8.1:*:*:*:*:*:*:*:

cpe:2.3:a:perl:perl:2.8.2:*:*:*:*:*:*:*:

cpe:2.3:a:perl:perl:2.8.3:*:*:*:*:*:*:*:

cpe:2.3:a:perl:perl:2.8.4:*:*:*:*:*:*:*:

cpe:2.3:a:perl:perl:2.8.5:*:*:*:*:*:*:*:

cpe:2.3:a:perl:perl:2.8.6:*:*:*:*:*:*:*:

cpe:2.3:a:perl:perl:2.8.7:*:*:*:*:*:*:*:

cpe:2.3:a:perl:perl:2.8.8:*:*:*:*:*:*:*:

cpe:2.3:a:perl:perl:2.9.0:*:*:*:*:*:*:*:

cpe:2.3:a:perl:perl:2.9.1:*:*:*:*:*:*:*:

cpe:2.3:a:perl:perl:2.9.2:*:*:*:*:*:*:*:

cpe:2.3:a:perl:perl:*:*:*:*:*:*:*:*:



← Previous ID Next ID→

No vendor comments have been submitted for this CVE
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