
CVE-2012-1152
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2012-1152

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-09-09 21:55:00 UTC

Updated 2017-08-29 01:31:00 UTC

Description Multiple format string vulnerabilities in the error reporting functionality in the YAML::LibYAML (aka YAML-LibYAML and perl-YAML-LibYAML) module 0.38 for Perl allow remote attackers to cause a denial of service (process crash) via format string specifiers in a (1) YAML stream to the Load function, (2) YAML node to the load_node function, (3) YAML mapping to the load_mapping function, or (4) YAML sequence to the load_sequence function.

Risk And Classification

Problem Types: CWE-134

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ingy Yaml libyaml 0.38 All

Application Ingy Yaml \ libyaml 0.38 All

Application Ingy Yaml \ libyaml 0.38 All

References

Reference

[SECURITY] Fedora 15 Update: perl-YAML-LibYAML-0.38-2.fc15

openSUSE-SU-2015:0319-1: moderate: Security update for perl-YAML-LibYAML

openSUSE-SU-2012:1000-1: moderate: update for perl-YAML-LibYAML

Security Advisory SA48317 - Perl YAML::LibYAML Module YAML Document Parsing Format String Vulnerabilities - Secunia

oss-security - CVE Request -- libdbd-pg-perl / perl-DBD-Pg && libyaml-libyaml-perl / perl-YAML-LibYAML: Multiple format string flaws

Bug #75365 for YAML-LibYAML: Patch to Fix FTBFS with hardening flags

IBM X-Force Exchange

Security Advisory SA50277 - SUSE update for perl-YAML-LibYAML - Secunia

[SECURITY] Fedora 17 Update: perl-YAML-LibYAML-0.38-2.fc17

Debian -- Security Information -- DSA-2432-1 libyaml-libyaml-perl

#661548 - libyaml-libyaml-perl: CVE-2012-1152: Format string vulnerabilities in YAML parsing - Debian Bug report logs
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Perl YAML-LibYAML Module 'perl_libyaml.c' Multiple Format String Vulnerabilities

Bug #46507 for YAML-LibYAML: compiling with -Werror=format-security fails

oss-security - Re: CVE Request -- libdbd-pg-perl / perl-DBD-Pg && libyaml-libyaml-perl / perl-YAML-LibYAML: Multiple format string flaws

[SECURITY] Fedora 16 Update: perl-YAML-LibYAML-0.38-2.fc16

801738 – (CVE-2012-1152) CVE-2012-1152 perl-YAML-LibYAML: Multiple format string flaws by reporting errors during YAML document load

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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