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Summary

CVE CVE-2012-1164

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-06-29 19:55:00 UTC

Updated 2017-01-07 02:59:00 UTC

Description slapd in OpenLDAP before 2.4.30 allows remote attackers to cause a denial of service (assertion failure and daemon exit) via an LDAP search query with attrsOnly set to true, which causes empty attributes to be returned.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openldap Openldap 2.4.10 All All All

Application Openldap Openldap 2.4.11 All All All

Application Openldap Openldap 2.4.12 All All All

Application Openldap Openldap 2.4.13 All All All

Application Openldap Openldap 2.4.14 All All All

Application Openldap Openldap 2.4.15 All All All

Application Openldap Openldap 2.4.16 All All All

Application Openldap Openldap 2.4.17 All All All

Application Openldap Openldap 2.4.18 All All All

Application Openldap Openldap 2.4.19 All All All

Application Openldap Openldap 2.4.20 All All All

Application Openldap Openldap 2.4.21 All All All

Application Openldap Openldap 2.4.22 All All All

Application Openldap Openldap 2.4.23 All All All

Application Openldap Openldap 2.4.24 All All All

Application Openldap Openldap 2.4.25 All All All

Application Openldap Openldap 2.4.26 All All All
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Application Openldap Openldap 2.4.26 All All All

Application Openldap Openldap 2.4.27 All All All

Application Openldap Openldap 2.4.28 All All All

Application Openldap Openldap 2.4.6 All All All

Application Openldap Openldap 2.4.7 All All All

Application Openldap Openldap 2.4.8 All All All

Application Openldap Openldap 2.4.9 All All All

Application Openldap Openldap 2.4.10 All All All

Application Openldap Openldap 2.4.11 All All All

Application Openldap Openldap 2.4.12 All All All

Application Openldap Openldap 2.4.13 All All All

Application Openldap Openldap 2.4.14 All All All

Application Openldap Openldap 2.4.15 All All All

Application Openldap Openldap 2.4.16 All All All

Application Openldap Openldap 2.4.17 All All All

Application Openldap Openldap 2.4.18 All All All

Application Openldap Openldap 2.4.19 All All All

Application Openldap Openldap 2.4.20 All All All

Application Openldap Openldap 2.4.21 All All All

Application Openldap Openldap 2.4.22 All All All

Application Openldap Openldap 2.4.23 All All All

Application Openldap Openldap 2.4.24 All All All

Application Openldap Openldap 2.4.25 All All All

Application Openldap Openldap 2.4.26 All All All

Application Openldap Openldap 2.4.27 All All All

Application Openldap Openldap 2.4.28 All All All

Application Openldap Openldap 2.4.6 All All All

Application Openldap Openldap 2.4.7 All All All

Application Openldap Openldap 2.4.8 All All All

Application Openldap Openldap 2.4.9 All All All

Application Openldap Openldap All All All All
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Full Disclosure: APPLE-SA-2019-12-10-3 macOS Catalina 10.15.2, Security Update 2019-002 Mojave, Security Update 2019-007 High Sierra

Security Alerts - Secunia

About the security content of macOS Catalina 10.15.2, Security Update 2019-002 Mojave, Security Update 2019-007 High Sierra - Apple Support

Gentoo Linux Documentation -- OpenLDAP: Multiple vulnerabilities

OpenLDAP, 2.4.33 Release Changes

Security Alerts - Secunia

OpenLDAP LDAP Search Request Remote Denial of Service Vulnerability

Bugtraq: APPLE-SA-2019-12-10-3 macOS Catalina 10.15.2, Security Update 2019-002 Mojave, Security Update 2019-007 High Sierra

Red Hat Customer Portal

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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