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The mime_param_cmp function in crypto/asni/asn_mime.c in OpenSSL before 0.9.8u and 1.x before 1.0.0h allows remote
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http://cve.report/vendor/openssl
http://cve.report/software/openssl/openssl

Application Openssl Openssl 1.0.0 All All All
Application Openssl Openssl 1.0.0 betal All All
Application Openssl Openssl 1.0.0 beta2 All All
Application Openssl Openssl 1.0.0 beta3 All All
Application Openssl Openssl 1.0.0 beta4 All All
Application Openssl Openssl 1.0.0 beta5 All All
Application Openssl Openssl 1.0.0a All All All
Application Openssl Openssl 1.0.0b All All All
Application Openssl Openssl 1.0.0c All All All
Application Openssl Openssl 1.0.0d All All All
Application Openssl Openssl 1.0.0e All All All
Application Openssl Openssl 1.0.0f All All All
Application Openssl Openssl 1.0.0g All All All
Reference

Red Hat Customer Portal

cvs.openssl.org/chngview

"[security bulletin] HPSBUX02782 SSRT100844 rev.1 - HP-UX Running OpenSSL, Remote Denial of' - MARC
Red Hat Customer Portal

oss-security - Re: CVE request: openssl: null pointer dereference issue

Red Hat Customer Portal

OpenSSL S/MIME Parsing Null Pointer Dereference Lets Remote Users Deny Service - Security Tracker
oss-security - Re: CVE request: openssl: null pointer dereference issue

HPSBMU02786 SSRT100877 rev.2 - HP System Management Homepage (SMH) Running on Linux, Windows, and VMware ESX, Remote Ur
Security Alerts - Secunia

[SECURITY] Fedora 18 Update: mingw-openssl|-1.0.1¢c-1.fc18

[SECURITY] Fedora 17 Update: openssl-1.0.0h-1.fc17

[SECURITY] Fedora 15 Update: openssl-1.0.0h-1.fc15

USN-1424-1: OpenSSL vulnerabilities | Ubuntu

Security Advisory SA48899 - Ubuntu update for openssl - Secunia

Security Advisory SA48580 - Red Hat update for openssl - Secunia

Red Hat Customer Portal

Red Hat Customer Portal

[SECURITY] Fedora 16 Update: openssl-1.0.0h-1.fc16

oss-security - Re: CVE request: openssl: null pointer dereference issue



http://cve.report/vendor/openssl
http://cve.report/software/openssl/openssl
http://cve.report/vendor/openssl
http://cve.report/software/openssl/openssl
http://cve.report/vendor/openssl
http://cve.report/software/openssl/openssl
http://cve.report/vendor/openssl
http://cve.report/software/openssl/openssl
http://cve.report/vendor/openssl
http://cve.report/software/openssl/openssl
http://cve.report/vendor/openssl
http://cve.report/software/openssl/openssl
http://cve.report/vendor/openssl
http://cve.report/software/openssl/openssl
http://cve.report/vendor/openssl
http://cve.report/software/openssl/openssl
http://cve.report/vendor/openssl
http://cve.report/software/openssl/openssl
http://cve.report/vendor/openssl
http://cve.report/software/openssl/openssl
http://cve.report/vendor/openssl
http://cve.report/software/openssl/openssl
http://cve.report/vendor/openssl
http://cve.report/software/openssl/openssl
http://cve.report/vendor/openssl
http://cve.report/software/openssl/openssl
http://rhn.redhat.com/errata/RHSA-2012-1306.html
http://cvs.openssl.org/chngview?cn=22252
http://marc.info/?l=bugtraq&m=133728068926468&w=2
http://rhn.redhat.com/errata/RHSA-2012-1308.html
http://www.openwall.com/lists/oss-security/2012/03/12/3
http://rhn.redhat.com/errata/RHSA-2012-0531.html
http://www.securitytracker.com/id?1026787
http://www.openwall.com/lists/oss-security/2012/03/12/6
http://h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp?objectID=c03360041
http://secunia.com/advisories/48895
http://lists.fedoraproject.org/pipermail/package-announce/2012-November/092905.html
http://lists.fedoraproject.org/pipermail/package-announce/2012-April/077666.html
http://lists.fedoraproject.org/pipermail/package-announce/2012-April/077221.html
http://www.ubuntu.com/usn/USN-1424-1
http://secunia.com/advisories/48899
http://secunia.com/advisories/48580
http://rhn.redhat.com/errata/RHSA-2012-0488.html
http://rhn.redhat.com/errata/RHSA-2012-0426.html
http://lists.fedoraproject.org/pipermail/package-announce/2012-April/077086.html
http://www.openwall.com/lists/oss-security/2012/03/12/7

ASA-2012-207 (RHSA-2012-0426)

Debian -- Security Information -- DSA-2454-2 openssl

Red Hat Customer Portal

oss-security - Re: CVE request: openssl: null pointer dereference issue

OpenSSL S/MIME Header Processing Null Pointer Dereference Denial Of Service Vulnerability

"[security bulletin] HPSBOV02793 SSRT100891 rev.1 - HP OpenVMS running SSL, Remote Denial of Service' - MARC
CVE Program record

NVD vulnerability detail

4] |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings |

390226 Oracle Managed Virtualization (VM) Server for x86 Security Update for Open Secure Sockets Layer (OpenSSL) (OVMSA-2021-
0011)

390284 Oracle Managed Virtualization (VM) Server for x86 Security Update for Open Secure Sockets Layer (OpenSSL) (OVMSA-2023-
0013)

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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