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AVNIAGUAUNIGPENAN Certain versions of Php from Php contain the following vulnerability:

custom stream wrapper.

CVE-2012-1171 has been assigned by & secalert@redhat.com to track the vulnerability

The libxml RSHUTDOWN function in PHP 5.x allows remote attackers
to bypass the open_basedir protection mechanism and read arbitrary
files via vectors involving a stream_close method call during use of a

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Link

2) CONFIRM
bugzilla.redhat.com/show_bug.cgi?
id=802591

() CONFIRM github.com/php/php-
src/blob/master/ext/libxml/tests/bug61367-
read.phpt

MISC bugs.php.net/bug.php?id=61367
() CONFIRM github.com/php/php-

src/blob/master/ext/libxml/tests/bug61367-
write.phpt

Description Tags

Bug 802591 — CVE-2012-1171 php: libxml RSHUTDOWN function

disables the hooks which are used to implement open_basedir

php-src/bug61367-read.phpt at master - php/php-src - GitHub

PHP :: You must be logged in

php-src/bug61367-write.phpt at master - php/php-src - GitHub
By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
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are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Php Php 5.0.0 All All All
Application Php Php 5.0.0 betal All All
Application Php Php 5.0.0 beta2 All All
Application Php Php 5.0.0 beta3 All All
Application Php Php 5.0.0 beta4 All All
Application Php Php 5.0.0 rci All All
Application Php Php 5.0.0 rc2 All All
Application Php Php 5.0.0 rc3 All All
Application Php Php 5.0.1 All All All
Application Php Php 5.0.2 All All All
Application Php Php 5.0.3 All All All
Application Php Php 5.04 All All All
Application Php Php 5.0.5 All All All
Application Php Php 5.1.0 All All All
Application Php Php 5.1.1 All All All
Application Php Php 51.2 All All All
Application Php Php 5.1.3 All All All
Application Php Php 51.4 All All All
Application Php Php 5.1.5 All All All
Application Php Php 5.1.6 All All All
Application Php Php 5.2.0 All All All
Application Php Php 5.2.1 All All All
Application Php Php 5.2.10 All All All
Application Php Php 5.2.11 All All All
Application Php Php 5.2.12 All All All
Application Php Php 5.2.13 All All All
Application Php Php 5.2.14 All All All
Application Php Php 5.2.15 All All All

Application Php Php 5.2.16 All All All
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Dl
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Php
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Php

Dl

5.3.27

5.3.3

5.3.4

535

5.3.6

53.7
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541
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AppIGauUI rip
Application Php
Application Php
Application Php
Application Php
Application Php
Application Php
Application Php
Application Php
Application Php
Application Php
Application Php
Application Php
Application Php
Application Php
Application Php
Application Php
Application Php
Application Php

cpe:2.3:a:php:php:5.0.0:" "

Skuk ok akkuk.

cpe:2.3:a:php:php:5.0.0:betat:*:**:*:*:*:

Skk Lk ak Lk uk.

cpe:2.3:a:php:php:5.0.0:betad:*:*:*:*:*:*:

Skkkakakuk.

cpe:2.3:a:php:php:5.0.0:betad:*:*:*:*:*:*:

Skak ok k Lk uk,

cpe:2.3:a:php:php:5.0.0:rct

Skk ok akkak,

cpe:2.3:a:php:php:5.0.0:rc2:*: "%
cpe:2.3:a:php:php:5.0.0:re3:*: "
cpe:2.3:a:php:php:5.0.1:*
cpe:2.3:a:php:php:5.0.2:* " "
cpe:2.3:a:php:php:5.0.3:* "
cpe:2.3:a:php:php:5.0.4: %" "
cpe:2.3:a:php:php:5.0.5: %" "™

AnmaN Diacalhimcalw O 4 Nk okokakokak,

rip
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Php
Php
Php
Php
Php
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Php
Php
Php
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Php
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5.5.0
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5.5.0
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5.5.0

55.0

5.5.0

55.0

5.5.0

55.0

5.5.1

552

5.5.3
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555

5.5.6
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betat
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rci
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UpEe.L.0.ad.PIP.PIHP.O. 1.V . 0oL

cpe:2.3:a:php:php:5.1.1: %"

cpe:2.3:a:php:php:5.1.2: " %"

cpe:2.3:a:php:php:5.1.3: %" "™

cpe:2.3:a:php:php:5.1.4: %"=

cpe:2.3:a:php:php:5.1.5: " "™

cpe:2.3:a:php:php:5.1.6:**%:": "

cpe:2.3:a:php:php:5.2.0:* % "

cpe:2.3:a:php:php:5.2.1 %% "

R

cpe:2.3:a:php:php:5.2.10:*:"* ™

dk Lk ak Lk akakuk.

cpe:2.3:a:php:php:5.2.12:%:% ™
cpe:2.3:a:php:php:5.2.13:*:%* % ™

cpe:2.3:a:php:php:5.2. 14 %

dkk Lk k ok ak ok

cpe:2.3:a:php:php:5.2.15: " "

dk Lk ak kR akuk.

cpe:2.3:a:php:php:5.2.16: " " ™

dk Lk ak kR akak.

cpe:2.3:a:php:php:5.2. 17

cpe:2.3:a:php:php:5.2.2:* "™

cpe:2.3:a:php:php:5.2.3:* "

cpe:2.3:a:php:php:5.2.4:*

cpe:2.3:a:php:php:5.2.5:****

cpe:2.3:a:php:php:5.2.6:* """

cpe:2.3:a:php:php:5.2. 7"

cpe:2.3:a:php:php:5.2.8:* """

cpe:2.3:a:php:php:5.2.9:* """

cpe:2.3:a:php:php:5.3.0:*

cpe:2.3:a:php:php:5.3.1:

sk akak ok akakak.

cpe:2.3:a:php:php:5.3.10: """ ™



dkkakkakakak.

cpe:2.3:a:php:php:5.3.17: % ="

dkkakkakakak.

cpe:2.3:a:php:php:5.3.18:%:"* "™

cpe:2.3:a:php:php:5.3.19: " ™

cpe:2.3:a:php:php:5.3.2:* % "

cpe:2.3:a:php:php:5.3.3:* "

cpe:2.3:a:php:php:5.3.4:*

cpe:2.3:a:php:php:5.3.5:"* "

cpe:2.3:a:php:php:5.3.6:** "

cpe:2.3:a:php:php:5.3.7 "

cpe:2.3:a:php:php:5.3.8:* """

cpe:2.3:a:php:php:5.3.9:**

cpe:2.3:a:php:php:5.4.0:*

cpe:2.3:a:php:php:5.4.1:

dkakak kR akak.

cpe:2.3:a:php:php:5.4.10:" """



dkakukakakuk.

cpe:2.3:a:php:php:5.4.16:rc1: "

I

cpe:2.3:a:php:php:5.4.17:%:% x>

dkkak Lk akakak.

cpe:2.3:a:php:php:5.4.18:*:"* ™

cpe:2.3:a:php:php:5.4.19:* % ™

cpe:2.3:a:php:php:5.4.2:% % "

cpe:2.3:a:php:php:5.4.3: ™

cpe:2.3:a:php:php:5.4.4:*

cpe:2.3:a:php:php:5.4.5:"

cpe:2.3:a:php:php:5.4.6:**

cpe:2.3:a:php:php:5.4.7:*

cpe:2.3:a:php:php:5.4.8:* "

cpe:2.3:a:php:php:5.4.9:*

Rk kR akak,

cpe:2.3:a:php:php:5.5.0:alphat :*:*:*:*:*:*:

Kk kR akak.

cpe:2.3:a:php:php:5.5.0:alpha2:*:*:*:*:*:*:



Skukakakakak.

cpe:2.3:a:php:php:5.5.0:rc2:*: "%

cpe:2.3:a:php:php:5.5.1: % "

cpe:2.3:a:php:php:5.5.2:* "

cpe:2.3:a:php:php:5.5.3: "

cpe:2.3:a:php:php:5.5.4:* % "

cpe:2.3:a:php:php:5.5.5:* % "

cpe:2.3:a:php:php:5.5.6:* "

cpe:2.3:a:php:php:5.0.0:

Skk Lk uk k.

cpe:2.3:a:php:php:5.0.0:betat:*:*:*:*:*:*:

Skkkakkuk.

cpe:2.3:a:php:php:5.0.0:betad:*:*:*:*:*:*:

Skk Lk akkuk.

cpe:2.3:a:php:php:5.0.0:rct

Skk ok kkuk.

cpe:2.3:a:php:php:5.0.0:rc2:*: "%
cpe:2.3:a:php:php:5.0.0:rc3:*: "
cpe:2.3:a:php:php:5.0.1 %
cpe:2.3:a:php:php:5.0.2:* "
cpe:2.3:a:php:php:5.0.3:*
cpe:2.3:a:php:php:5.0.4:* %
cpe:2.3:a:php:php:5.0.5:* % "
cpe:2.3:a:php:php:5.1.0: " "™

cpe:2.3:a:php:php:5.1.1 7%



cpe:2.3:a:php:php:5.1.2: %" "™
cpe:2.3:a:php:php:5.1.3: %" "™
cpe:2.3:a:php:php:5.1.4: %" "
cpe:2.3:a:php:php:5.1.5: %" "™
cpe:2.3:a:php:php:5.1.6:" """
cpe:2.3:a:php:php:5.2.0: """
cpe:2.3:a:php:php:5.2.1: % "
cpe:2.3:a:php:php:5.2.10:":" ™

cpe:2.3:a:php:php:5.2.11: % ™

cpe:2.3:a:php:php:5.2.12:% % ™

I

cpe:2.3:a:php:php:5.2.13:*:%:* ™

dkkakkakakak.

cpe:2.3:a:php:php:5.2.14:*:** ™

dk Lk ak Lk akakak.

cpe:2.3:a:php:php:5.2.15:% % ™

Sk Lk uk Lk akakuk.

cpe:2.3:a:php:php:5.2.16: " " ™

Sk Lk k kR akak.

cpe:2.3:a:php:php:5.2. 17

cpe:2.3:a:php:php:5.2.2: "™

cpe:2.3:a:php:php:5.2.3: "™

cpe:2.3:a:php:php:5.2.4: ™

cpe:2.3:a:php:php:5.2.5:* "

cpe:2.3:a:php:php:5.2.6:*:* " "™

cpe:2.3:a:php:php:5.2. 7"

cpe:2.3:a:php:php:5.2.8:* """

cpe:2.3:a:php:php:5.2.9:* """

cpe:2.3:a:php:php:5.3.0:*

cpe:2.3:a:php:php:5.3.1 7



dkukakukakakak.

cpe:2.3:a:php:php:5.3.19: """

cpe:2.3:a:php:php:5.3.2:* % "

cpe:2.3:a:php:php:5.3.3: "™

cpe:2.3:a:php:php:5.3.4: "™

cpe:2.3:a:php:php:5.3.5:" "

cpe:2.3:a:php:php:5.3.6:* "

cpe:2.3:a:php:php:5.3.7:"

cpe:2.3:a:php:php:5.3.8:** "

cpe:2.3:a:php:php:5.3.9:* "

cpe:2.3:a:php:php:5.4.0:*

cpe:2.3:a:php:php:5.4.1 7

dkakak kR akak.

cpe:2.3:a:php:php:5.4.10:*



R

cpe:2.3:a:php:php:5.4.15:rct " =

akakukokakak.

cpe:2.3:a:php:php:5.4.16:rc1 ™"

N

cpe:2.3:a:php:php:5.4.17:%:% x>

dkkakkakakak.

cpe:2.3:a:php:php:5.4.18:*:"* ™

cpe:2.3:a:php:php:5.4.19:*:"* ™

cpe:2.3:a:php:php:5.4.2:* % "

cpe:2.3:a:php:php:5.4.3: "™

cpe:2.3:a:php:php:5.4.4:

cpe:2.3:a:php:php:5.4.5: "™

cpe:2.3:a:php:php:5.4.6:*:* "

cpe:2.3:a:php:php:5.4.7:*

cpe:2.3:a:php:php:5.4.8:**

cpe:2.3:a:php:php:5.4.9:** "

kK ok akak.

cpe:2.3:a:php:php:5.5.0:alpha6:*:*:*:*:*:*:

rna? Vanhn'nhn R R N-hata1 -*-xk0x0x0x



cpe:2.3:a:php:php:5.5.1: % "

cpe:2.3:a:php:php:5.5.2:* % "

cpe:2.3:a:php:php:5.5.3: "

cpe:2.3:a:php:php:5.5.4:* % "

cpe:2.3:a:php:php:5.5.5:* % "

cpe:2.3:a:php:php:5.5.6:**: "

No vendor comments have been submitted for this CVE
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