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CVE CVE-2012-1176
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback
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Risk And Classification

Published 2012-08-26 20:55:00 UTC
Updated 2017-08-29 01:31:00 UTC
Description Buffer overflow in the fribidi_utf8_to_unicode function in PyFriBidi before 0.11.0 allows remote attackers to cause a denial ¢
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Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Application Fribidi Pyfribidi All All All

Language

All

References

Reference

[SECURITY] Fedora 17 Update: pyfribidi-0.11.0-1.fc17
oss-security - Re: CVE request: pyfribidi buffer overflow flaw
[SECURITY] Fedora 15 Update: pyfribidi-0.11.0-1.fc15

801896 — (CVE-2012-1176) CVE-2012-1176 pyfribidi: buffer overflow when handling 4-byte utf-8 sequences
oss-security - CVE request: pyfribidi buffer overflow flaw

IBM X-Force Exchange

Google Groups

[SECURITY] Fedora 16 Update: pyfribidi-0.11.0-1.fc16

refactor pyfribidi.c module - pediapress/pyfribidi@d2860c6 - GitHub
FriBidi Python binding (pyfribidi) Buffer Overflow Vulnerability

& T37055 backtrace when getting a PDF

Issues - pediapress/pyfribidi - GitHub

#663189 - buffer overflow in python-pyfribidi - Debian Bug report logs

Source

FEDORA

MLIST

FEDORA

MISC

MLIST

XF

MISC

FEDORA

CONFIRM

BID

MISC

CONFIRM

MISC

Link
lists.fedoraproject
www.openwall.col
lists.fedoraproject
bugzilla.redhat.co
www.openwall.col
exchange.xforce.i
groups.google.coi
lists.fedoraproject
github.com
www.securityfocu:
bugzilla.wikimedie
github.com

bugs.debian.org


https://cve.report/
https://cve.report/CVE-2012-1176/mitre
https://cve.report/CVE-2012-1176/nist
https://cve.report/CVE-2012-1176/cve_org
https://cve.report/api/cve/CVE-2012-1176.json
https://cve.report/CVE-2012-1176.pdf
http://cve.report/vendor/fribidi
http://cve.report/software/fribidi/pyfribidi
http://lists.fedoraproject.org/pipermail/package-announce/2012-March/075293.html
http://www.openwall.com/lists/oss-security/2012/03/14/9
http://lists.fedoraproject.org/pipermail/package-announce/2012-March/076053.html
https://bugzilla.redhat.com/show_bug.cgi?id=801896
http://www.openwall.com/lists/oss-security/2012/03/14/4
https://exchange.xforce.ibmcloud.com/vulnerabilities/74001
http://groups.google.com/group/linux.debian.bugs.dist/browse_thread/thread/aacd036037217998/8d095f85f3665bff?lnk=raot
http://lists.fedoraproject.org/pipermail/package-announce/2012-March/076038.html
https://github.com/pediapress/pyfribidi/commit/d2860c655357975e7b32d84e6b45e98f0dcecd7a
http://www.securityfocus.com/bid/52451
https://bugzilla.wikimedia.org/show_bug.cgi?id=35055
https://github.com/pediapress/pyfribidi/issues/2%2529:
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=663189
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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