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Certain versions of Libgdata from Gnome contain the following
vulnerability:

libgdata before 0.10.2 and 0.11.x before 0.11.1 does not validate SSL
certificates, which allows remote attackers to obtain user names and
passwords via a man-in-the-middle (MITM) attack with a spoofed
certificate.
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CVE References

Description Tags Link

Debian -- Security Information -- DSA-2482-1 libgdata www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-2482

oss-security - Re: CVE Request: libgdata did not verify
SSL certificates

www.openwall.com

text/html

 MLIST [oss-security] 20120314 Re: CVE Request:
libgdata did not verify SSL certificates

Bug 671535 – Security issue in libgdata bugzilla.gnome.org

text/html

 MISC bugzilla.gnome.org/show_bug.cgi?id=671535

Bug #938812 “libgdata does not validate SSL
certificates” : Bugs : libgdata package : Ubuntu

bugs.launchpad.net

text/html

 MISC
bugs.launchpad.net/ubuntu/+source/libgdata/+bug/938812

Security Advisory SA50432 - Ubuntu update for libgdata
- Secunia

web.archive.org

text/html

 SECUNIA 50432

oss-security - Re: CVE Request: libgdata did not verify www.openwall.com  MLIST [oss-security] 20120314 Re: CVE Request:

CVE-2012-1177 has been assigned by  secalert@redhat.com to track the vulnerability
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https://cve.report/
https://cve.report/CVE-2012-1177/mitre
https://cve.report/CVE-2012-1177/nist
https://cve.report/CVE-2012-1177/cve_org
https://cve.report/CVE-2012-1177.pdf
http://cve.report/software/gnome/libgdata
http://cve.report/vendor/gnome
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.debian.org/security/2012/dsa-2482
http://www.openwall.com/lists/oss-security/2012/03/14/3
https://bugzilla.gnome.org/show_bug.cgi?id=671535
https://bugs.launchpad.net/ubuntu/+source/libgdata/+bug/938812
https://web.archive.org/web/2012/http://secunia.com/advisories/50432


← Previous ID Next ID→

SSL certificates
www.openwall.com

text/html

 MLIST [oss-security] 20120314 Re: CVE Request:
libgdata did not verify SSL certificates

Bug 752088 – VUL-0: libgdata: no validation of ssl
certificates

bugzilla.novell.com

text/html

 MISC bugzilla.novell.com/show_bug.cgi?id=752088

oss-security - CVE Request: libgdata did not verify SSL
certificates

www.openwall.com

text/html

 MLIST [oss-security] 20120314 CVE Request: libgdata
did not verify SSL certificates

core: Validate SSL certificates for all connections
(6799f2c5) · Commits · GNOME / libgdata · GitLab

git.gnome.org

text/html

 CONFIRM git.gnome.org/browse/libgdata/commit/?
id=6799f2c525a584dc998821a6ce897e463dad7840

USN-1547-1: libGData, evolution-data-server
vulnerability | Ubuntu

www.ubuntu.com

text/html

 UBUNTU USN-1547-1

Support / Security / Advisories / / MDVSA-2012:111 |
Mandriva

www.mandriva.com

text/html

 MANDRIVA MDVSA-2012:111

core: Validate SSL certificates for all connections
(8eff8fa9) · Commits · GNOME / libgdata · GitLab

git.gnome.org

text/html

 CONFIRM git.gnome.org/browse/libgdata/commit/?
h=libgdata-0-
10&id=8eff8fa9138859e03e58c2aa76600ab63eb5c29c

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Gnome Libgdata All All All All

Application Gnome Libgdata All All All All

No vendor comments have been submitted for this CVE
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