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Summary

CVE CVE-2012-1181

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-03-19 21:55:00 UTC

Updated 2017-08-29 01:31:00 UTC

Description fcgid_spawn_ctl.c in the mod_fcgid module 2.3.6 for the Apache HTTP Server does not recognize the FcgidMaxProcessesPerClass directive for a virtual host, which makes it easier for remote attackers to cause a denial of service (memory consumption) via a series of HTTP requests that triggers a process count higher than the intended limit.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Http Server 2.3.6 All All All

Application Apache Http Server 2.3.6 All All All

Application Apache Mod Fcgid 2.3.6 All All All

Application Apache Mod Fcgid 2.3.6 All All All

References

Reference Source Link

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Apache 'mod_fcgid' Module Denial Of Service Vulnerability BID www.securityfocus.com

oss-security - CVE-request: apache's mod-fcgid does not respect configured FcgidMaxProcessesPerClass in VirtualHost MLIST www.openwall.com

#615814 - libapache2-mod-fcgid: FcgidMaxProcessesPerClass ignored in VirtualHost - Debian Bug report logs CONFIRM bugs.debian.org

Bug 49902 – FcgidMaxProcessesPerClass CONFIRM issues.apache.org

oss-security - Re: CVE-request: apache's mod-fcgid does not respect configured FcgidMaxProcessesPerClass in VirtualHost MLIST www.openwall.com

Debian -- Security Information -- DSA-2436-1 libapache2-mod-fcgid DEBIAN www.debian.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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