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CVE CVE-2012-1182
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-04-10 21:55:02 UTC
Updated 2026-04-29 01:13:23 UTC
Description The RPC code generator in Samba 3.x before 3.4.16, 3.5.x before 3.5.14, and 3.6.x before 3.6.4 does not implement valide

/ |

Risk And Classification

Primary CVSS: v2.0 10 from nvd@nist.gov
AV:N/AC:L/Au:N/C:C/I:.C/A:C

Problem Types: CWE-189 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Samba Samba 3.0.0 All All All
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Application Samba Samba All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

About Secunia Research | Flexera af854a3a-2127-422
About Secunia Research | Flexera af854a3a-2127-422
[SECURITY] Fedora 17 Update: samba-3.6.4-82.fc17.1 af854a3a-2127-422
[SECURITY] Fedora 16 Update: samba4-4.0.0-38.alpha16.fc16 af854a3a-2127-422
About Secunia Research | Flexera af854a3a-2127-422
[SECURITY] Fedora 15 Update: samba-3.5.14-73.fc15.1 af854a3a-2127-422
Samba - Release Notes Archive af854a3a-2127-422
[security-announce] SUSE-SU-2012:0504-1: critical: Security update for S af854a3a-2127-422
USN-1423-1: Samba vulnerability | Ubuntu af854a3a-2127-422
Security Advisory SA48754 - Red Hat update for samba3x - Secunia af854a3a-2127-422
About the security content of OS X Lion v10.7.4 and Security Update 2012-002 af854a3a-2127-422
[security-announce] SUSE-SU-2012:0501-1: critical: Security update for S af854a3a-2127-422

"[security bulletin] HPSBUX02789 SSRT100824 rev.3 - HP-UX CIFS Server (Samba), Remote Execution of Ar' - MARC  af854a3a-2127-422

[SECURITY] Fedora 16 Update: samba-3.6.4-82.fc16 af854a3a-2127-422
Security Advisory SA48818 - Debian update for samba - Secunia af854a3a-2127-422
Security Advisory SA48873 - SUSE update for samba - Secunia af854a3a-2127-422
mandriva.com af854a3a-2127-422
[security-announce] SUSE-SU-2012:0515-1: critical: Security update for S af854a3a-2127-422
[security-announce] SUSE-SU-2012:0502-1: critical: Security update for S af854a3a-2127-422
Samba Buffer Overflow in NDR Marshalling Code Lets Remote Users Execute Arbitrary Code - SecurityTracker af854a3a-2127-422
APPLE-SA-2012-05-09-1 OS X Lion v10.7.4 and Security Update 2012-002 af854a3a-2127-422

"[security bulletin] HPSBMU02790 SSRT100872 rev.1 - HP Server Automation, Remote Execution of Arbitra' - MARC af854a3a-2127-422

Security Alerts - Secunia af854a3a-2127-422
About Secunia Research | Flexera af854a3a-2127-422
Debian -- Security Information -- DSA-2450-1 samba af854a3a-2127-422
Collax af854a3a-2127-422
Samba - Security Announcement Archive af854a3a-2127-422
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http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://secunia.com/advisories/48816
http://secunia.com/advisories/48879
http://lists.fedoraproject.org/pipermail/package-announce/2012-April/078726.html
http://lists.fedoraproject.org/pipermail/package-announce/2012-May/080567.html
http://secunia.com/advisories/48844
http://lists.fedoraproject.org/pipermail/package-announce/2012-April/078836.html
http://www.samba.org/samba/history/samba-3.6.4.html
http://lists.opensuse.org/opensuse-security-announce/2012-04/msg00009.html
http://www.ubuntu.com/usn/USN-1423-1
http://secunia.com/advisories/48754
http://support.apple.com/kb/HT5281
http://lists.opensuse.org/opensuse-security-announce/2012-04/msg00007.html
http://marc.info/?l=bugtraq&m=134323086902585&w=2
http://lists.fedoraproject.org/pipermail/package-announce/2012-April/078258.html
http://secunia.com/advisories/48818
http://secunia.com/advisories/48873
http://www.mandriva.com/security/advisories?name=MDVSA-2012:055
http://lists.opensuse.org/opensuse-security-announce/2012-04/msg00014.html
http://lists.opensuse.org/opensuse-security-announce/2012-04/msg00008.html
http://www.securitytracker.com/id?1026913
http://lists.apple.com/archives/security-announce/2012/May/msg00001.html
http://marc.info/?l=bugtraq&m=133951282306605&w=2
http://secunia.com/advisories/48999
http://secunia.com/advisories/48751
http://www.debian.org/security/2012/dsa-2450
http://www.collax.com/produkte/AllinOne-server-for-small-businesses#id2565578
https://www.samba.org/samba/security/CVE-2012-1182
https://www.cve.org/CVERecord?id=CVE-2012-1182

NVD vulnerability detail NVD
L] | |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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CVE.report and Source URL Uptime Status status.cve.report


https://nvd.nist.gov/vuln/detail/CVE-2012-1182
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
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