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CVE CVE-2012-1183
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-09-18 18:55:00 UTC
Updated 2020-08-25 20:24:00 UTC
Description Stack-based buffer overflow in the milliwatt_generate function in the Miliwatt application in Asterisk 1.4.x before 1.4.44,1.6.
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 6.0 All All All

Operating System Debian Debian Linux 6.0 All All All

Application Digium Asterisk All All All All

Application Digium Asterisk All All All All

References

Reference Source Link Tags
Security Alerts - Secunia SECUNIA secunia.com Broke
Page not found » Open Source Communications Software | Asterisk Official Site CONFIRM www.asterisk.org Broke
oss-security - Re: CVE Request -- Asterisk: AST-2012-002 and AST-2012-003 flaws  MLIST www.openwall.com Mailin
20120315 AST-2012-002: Remote Crash Vulnerability in Milliwatt Application BUGTRAQ  archives.neohapsis.com Broke
Asterisk Milliwatt Application Lets Remote Users Deny Service - SecurityTracker SECTRACK  securitytracker.com Third
80125 OSVDB osvdb.org Broke
oss-security - CVE Request -- Asterisk: AST-2012-002 and AST-2012-003 flaws MLIST www.openwall.com Mailin
About Secunia Research | Flexera SECUNIA secunia.com Broke
IBM X-Force Exchange XF exchange.xforce.ibmcloud.com  Third
Debian -- Security Information -- DSA-2460-1 asterisk DEBIAN www.debian.org Third
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Malformed Request BID www.securityfocus.com Third

downloads.asterisk.org/pub/security/AST-2012-002-1.8.diff CONFIRM downloads.asterisk.org Patch
downloads.asterisk.org/pub/security/AST-2012-002.pdf CONFIRM downloads.asterisk.org Vendc
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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