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CVE-2012-1184

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AUNACUAUNCPILPIAP Certain versions of Asterisk from Digium contain the following
’ vulnerability:

Stack-based buffer overflow in the ast_parse_digest function in
main/utils.c in Asterisk 1.8.x before 1.8.10.1 and 10.x before 10.2.1
allows remote attackers to cause a denial of service (crash) or possibly
execute arbitrary code via a long string in an HTTP Digest
Authentication header.

CVE-2012-1184 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [NONE
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description T Link

ags
Security Alerts - Secunia { SECUNIA 48417

web.archive.org

text/html

Page not found * Open Source Communications Software &) CONFIRM www.asterisk.org/node/51797

| Asterisk Official Site
text/html
Not Archived

oss-security - Re: CVE Request -- Asterisk: AST-2012-002 ¢ > MLIST [oss-security] 20120316 Re: CVE
and AST-2012-003 flaws Request -- Asterisk: AST-2012-002 and AST-
2012-003 flaws

& CONFIRM

downloads.asterisk.org/pub/security/AST-
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https://cve.report/CVE-2012-1184/mitre
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http://cve.report/software/digium/asterisk
http://cve.report/vendor/digium
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2012/http://secunia.com/advisories/48417
http://www.asterisk.org/node/51797
http://www.openwall.com/lists/oss-security/2012/03/16/17
https://cve.report/CVE-2012-1184/6e361a1c

oss-security - CVE Request -- Asterisk: AST-2012-002 and
AST-2012-003 flaws

IBM X-Force Exchange

Asterisk Stack Overflow in HTTP Manager Lets Remote
Users Execute Arbitrary Code - SecurityTracker

www.openwall.com
text/html

exchange.xforce.ibmcloud.com

text/html

osvdb.org

Not Archived

Vendor Advisory

downloads.asterisk.org

application/pdf

www.securitytracker.com

text/html

2012-003-1.8.diff

¢ > MLIST [oss-security] 20120316 CVE
Request -- Asterisk: AST-2012-002 and AST-
2012-008 flaws

€ XF asterisk-astparsedigest-bo(74083)

(9) OSVDB 80126

(#) CONFIRM
downloads.asterisk.org/pub/security/AST-
2012-003.pdf

() SECTRACK 1026813

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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1.8.6.0
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1.8.8.0

1.8.8.0
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1.8.9.1
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1.8.9.3
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10.0.0

10.0.0

10.0.0

10.0.0

10.0.0

10.0.1

10.1.0

10.1.0

10.1.0

10.1.1

10.1.2

10.1.3

10.2.0

10.2.0

e

rc3

All
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rc2
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All
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rc2

rc3

rc4
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beta2

rcl

rc2

rc3

All
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Application Digium Asterisk 10.2.0 rc2 All All
Application Digium Asterisk 10.2.0 rc3 All All

Application Digium Asterisk 10.2.0 rc4 All All
cpe:2.3:a:digium:asterisk:1.8.0:

Kk kKR k.

cpe:2.3:a:digium:asterisk:1.8.0:beta:*:*:*:*:*:*:

Kk kKRR,

cpe:2.3:a:digium:asterisk:1.8.0:beta5:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:digium:asterisk:1.8.0:rc2:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:digium:asterisk:1.8.0:rc3:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:digium:asterisk:1.8.0:rc4:*:*:*:*:*:*:

cpe:2.3:a:digium:asterisk:1.8.1.1:% %"

cpe:2.3:a:digium:asterisk:1.8.1.2:: """

cpe:2.3:a:digium:asterisk:1.8.10.0:™:":*: "™

cpe:2.3:a:digium:asterisk:1.8.2:*: " "
cpe:2.3:a:digium:asterisk:1.8.2.1: "
cpe:2.3:a:digium:asterisk:1.8.2.2:%:":*
cpe:2.3:a:digium:asterisk:1.8.2.3:%:" "
cpe:2.3:a:digium:asterisk:1.8.2.4:%: "
cpe:2.3:a:digium:asterisk:1.8.3:*:* "

cpe:2.3:a:digium:asterisk:1.8.3:rc1 "

KKk akukk.

cpe:2.3:a:digium:asterisk:1.8.3:rc3:": "
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cpe:2.3:a:digium:asterisk:1.8.3.1:

cpe:2.3:a:digium:asterisk:1.8.3.2:%: "

cpe:2.3:a:digium:asterisk:1.8.3.3:* "

cpe:2.3:a:digium:asterisk:1.8.4:": " "

Kk uk kR k.

cpe:2.3:a:digium:asterisk:1.8.4:rc1:

Kk uk kR k.

cpe:2.3:a:digium:asterisk:1.8.4:rc3:*: "

cpe:2.3:a:digium:asterisk:1.8.4.1: """

cpe:2.3:a:digium:asterisk:1.8.4.2: "%

cpe:2.3:a:digium:asterisk:1.8.4.3: 1 "%

cpe:2.3:a:digium:asterisk:1.8.4.4: """

cpe:2.3:a:digium:asterisk:1.8.5: """

cpe:2.3:a:digium:asterisk:1.8.5.0:*: """

cpe:2.3:a:digium:asterisk:1.8.6.0:*:":*:*:*: ™

cpe:2.3:a:digium:asterisk:1.8.7.1: "

cpe:2.3:a:digium:asterisk:1.8.8.0:*:":*:*

KLk LK LKLk Lk,

cpe:2.3:a:digium:asterisk:1.8.8.0:rc1: """

kKK kKK,

cpe:2.3:a:digium:asterisk:1.8.8.0:rc2:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:digium:asterisk:1.8.8.0:rc3:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:digium:asterisk:1.8.8.0:rc4:*: " *:*:



cpe:2.3:a:digium:asterisk:1.8.8.1:*: " :*:
cpe:2.3:a:digium:asterisk:1.8.8.2:*:*:****:*:
cpe:2.3:a:digium:asterisk:1.8.9.0: "™

cpe:2.3:a:digium:asterisk:1.8.9.0:rct "

SRk kKKK,

cpe:2.3:a:digium:asterisk:1.8.9.0:rc2:*:***:*:*:
cpe:2.3:a:digium:asterisk:1.8.9.0:rc3:*: " *:
cpe:2.3:a:digium:asterisk:1.8.9. 1 :**:
cpe:2.3:a:digium:asterisk:1.8.9.2:**:***:*1*:
cpe:2.3:a:digium:asterisk:1.8.9.3:**:***:*:*:
cpe:2.3:a:digium:asterisk:10.0.0:* % "1™

dkak ok akakak,

cpe:2.3:a:digium:asterisk:10.0.0:betat:*:*:**:*:*:

cpe:2.3:a:digium:asterisk:10.0.1:*:%:%

cpe:2.3:a:digium:asterisk:10.1.0:*:":"**:

cpe:2.3:a:digium:asterisk:10.1.1:%:%:"

cpe:2.3:a:digium:asterisk:10.1.2:%:%:"

ARk LKLk LK LKLk,

cpe:2.3:a:digium:asterisk:10.1.3:%:%:"*

cpe:2.3:a:digium:asterisk:10.2.0:*:*:":*

dkakakukakak.

cpe:2.3:a:digium:asterisk:10.2.0:rc2:*:*:*:*:*:*:

dkkakk k.

cpe:2.3:a:digium:asterisk:10.2.0:rc3:*:* """

cpe:2.3:a:digium:asterisk:10.2.0:rc4:*: """

cpe:2.3:a:digium:asterisk:1.8.0:*:* "



KKk oKk k.

cpe:2.3:a:digium:asterisk:1.8.0:beta2:*:*:*:*:*:*:

Kk uk kR k.

cpe:2.3:a:digium:asterisk:1.8.0:betad*:*:*:*:*:*:

Kk ak kLR k.

cpe:2.3:a:digium:asterisk:1.8.0:beta5:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:digium:asterisk:1.8.0:rc2:*:*:*:*:*:*:

Kk kKRR,

cpe:2.3:a:digium:asterisk:1.8.0:rc3:*:*:*:*:*:*:

Kk koK kK.

cpe:2.3:a:digium:asterisk:1.8.0:rc5:*:**:*:*:*:
cpe:2.3:a:digium:asterisk:1.8.1. 1 "™
cpe:2.3:a:digium:asterisk:1.8.1.2: "%

Sk ok akakakakak.

cpe:2.3:a:digium:asterisk:1.8.10.0:" " "™

cpe:2.3:a:digium:asterisk:1.8.2:*:* "™

cpe:2.3:a:digium:asterisk:1.8.2.1:: """

cpe:2.3:a:digium:asterisk:1.8.2.2:: """

cpe:2.3:a:digium:asterisk:1.8.2.3:%:":":*

cpe:2.3:a:digium:asterisk:1.8.2.4:*: """

cpe:2.3:a:digium:asterisk:1.8.3:*: """

cpe:2.3:a:digium:asterisk:1.8.3.1:%:" "
cpe:2.3:a:digium:asterisk:1.8.3.2:%:" "

cpe:2.3:a:digium:asterisk:1.8.3.3:*:" "

cpe:2.3:a:digium:asterisk:1.8.4:**



KKk oKk k.

cpe:2.3:a:digium:asterisk:1.8.4:rc1:*:** "

KKk kLR k.

cpe:2.3:a:digium:asterisk:1.8.4:rc2:*:*:*:*:**:

cpe:2.3:a:digium:asterisk:1.8.4. 1 "
cpe:2.3:a:digium:asterisk:1.8.4.2:* "
cpe:2.3:a:digium:asterisk:1.8.4.3:* "
cpe:2.3:a:digium:asterisk:1.8.4.4:*
cpe:2.3:a:digium:asterisk:1.8.5:*:***

cpe:2.3:a:digium:asterisk:1.8.5:rc1:
cpe:2.3:a:digium:asterisk:1.8.5.0:* "%
cpe:2.3:a:digium:asterisk:1.8.6.0:**:***:*1*:

SRk kKKK,

cpe:2.3:a:digium:asterisk:1.8.6.0:rc1: """

cpe:2.3:a:digium:asterisk:1.8.7. 1 """

cpe:2.3:a:digium:asterisk:1.8.8.0:%:":* "™

ARk LKLk LK Lk,

cpe:2.3:a:digium:asterisk:1.8.8.0:rc5:*: """

cpe:2.3:a:digium:asterisk:1.8.8.1:*:" "

cpe:2.3:a:digium:asterisk:1.8.8.2:%:" " :*:

R S

cpe:2.3:a:digium:asterisk:1.8.9.0:*:

Kk Lk kKK,

cpe:2.3:a:digium:asterisk:1.8.9.0:rc2:*:*:*:*:*:*:



cpe:2.3:a:digium:asterisk:1.8.9.1:*:

cpe:2.3:a:digium:asterisk:1.8.9.2: "™

cpe:2.3:a:digium:asterisk:1.8.9.3: " *:

Kk ok kKKK,

cpe:2.3:a:digium:asterisk:10.0.0:* "™

Lkakakkkak,

cpe:2.3:a:digium:asterisk:10.0.0:betat:*:*:*:*:*:*:

Lkak kR ok uk,

cpe:2.3:a:digium:asterisk:10.0.0:beta2:*:*:*:*:*:*:

Lkak ok kkak,

cpe:2.3:a:digium:asterisk:10.0.0:rc2:* " "1™

dkak ok akkak,

cpe:2.3:a:digium:asterisk:10.0.0:rc3:*:* "1™

cpe:2.3:a:digium:asterisk:10.0.1 %"

cpe:2.3:a:digium:asterisk:10.1.0:*:":%

cpe:2.3:a:digium:asterisk:10.1.1:%:7:%

cpe:2.3:a:digium:asterisk:10.1.2:%:%:" "

cpe:2.3:a:digium:asterisk:10.1.3:*:%:"*

cpe:2.3:a:digium:asterisk:10.2.0:*:":":*

dkkakukakak.

cpe:2.3:a:digium:asterisk:10.2.0:rc3:*:* """

dkkakukakak.

cpe:2.3:a:digium:asterisk:10.2.0:rc4:*: """

No vendor comments have been submitted for this CVE
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