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Summary

CVE CVE-2012-1207

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-02-24 13:55:00 UTC

Updated 2017-08-29 01:31:00 UTC

Description Directory traversal vulnerability in frontend/core/engine/javascript.php in Fork CMS 3.2.4 and possibly other versions before 3.2.5 allows remote attackers to read arbitrary files via a .. (dot dot) in the module parameter to frontend/js.php.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Fork-cms Fork Cms 3.2.4 All All All

Application Fork-cms Fork Cms 3.2.4 All All All

References

Reference Source Link Tags

Fork CMS 3.2.4 Cross Site Scripting / Local File Inclusion ≈ Packet Storm MISC packetstormsecurity.org Exploit

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

504 Gateway Time-out BID www.securityfocus.com Exploit

Fork CMS 3.2.5 released - Blog - Fork CMS CONFIRM www.fork-cms.com

XSS / LFI Fox · forkcms/forkcms@a9986b8 · GitHub CONFIRM github.com Patch

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

996676 PHP (Composer) Security Update for forkcms/forkcms (GHSA-4x28-j85r-668q)
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http://www.fork-cms.com/blog/detail/fork-cms-3-2-5-released
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