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CVE CVE-2012-1208
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update
Application Fork-cms Fork Cms 3.24 All
Application Fork-cms Fork Cms 3.24 All

Published 2012-02-24 13:55:00 UTC
Updated 2012-02-24 13:55:00 UTC
Description Multiple cross-site scripting (XSS) vulnerabilities in backend/core/engine/base.php in Fork CMS 3.2.4 and possibly other ve

1|

Edition Language
All All
All All

References

Reference Source Link Tags

Fork CMS 3.2.4 Cross Site Scripting / Local File Inclusion =~ Packet Storm MISC packetstormsecurity.org  Exploit
504 Gateway Time-out BID www.securityfocus.com  Exploit
Make sure the error doesn't contain any html tags. - forkems/forkems@d65c083 - GitHub  CONFIRM  github.com Exploit, Pa
Security Alerts - Secunia SECUNIA  secunia.com Vendor Ad
This should fix the backend XSS. - forkems/forkems@df75e07 - GitHub CONFIRM github.com Exploit, Pa
Fork CMS 3.2.5 released - Blog - Fork CMS CONFIRM  www.fork-cms.com

Disallow html in the report. - forkcms/forkems@8fa74dd - GitHub CONFIRM github.com Exploit, Pa
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical,
‘ il

No vendor comments have been submitted for this CVE.


https://cve.report/
https://cve.report/CVE-2012-1208/mitre
https://cve.report/CVE-2012-1208/nist
https://cve.report/CVE-2012-1208/cve_org
https://cve.report/CVE-2012-1208.pdf
http://cve.report/vendor/fork-cms
http://cve.report/software/fork-cms/fork_cms
http://cve.report/vendor/fork-cms
http://cve.report/software/fork-cms/fork_cms
http://packetstormsecurity.org/files/109709/Fork-CMS-3.2.4-Cross-Site-Scripting-Local-File-Inclusion.html
http://www.securityfocus.com/bid/51972
https://github.com/forkcms/forkcms/commit/d65c083adc91c88d21bd9a0df4c2688df634c6ff
http://secunia.com/advisories/47937
https://github.com/forkcms/forkcms/commit/df75e0797a6540c4d656969a2e7df7689603b2cf
http://www.fork-cms.com/blog/detail/fork-cms-3-2-5-released
https://github.com/forkcms/forkcms/commit/8fa74dd3e2e32723cd121177dce6aeac37e29df6
https://www.cve.org/CVERecord?id=CVE-2012-1208
https://nvd.nist.gov/vuln/detail/CVE-2012-1208

There are currently no legacy QID mappings associated with this CVE.
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