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AUNACLAUNCIPIAP Certain versions of Dolibarr from Dolibarr contain the following
’ vulnerability:

Multiple directory traversal vulnerabilities in Dolibarr CMS 3.2.0 Alpha
allow remote attackers to read arbitrary files and possibly execute
arbitrary code via a .. (dot dot) in the (1) file parameter to
document.php or (2) backtopage parameter in a create action to
comm/action/fiche.php.

CVE-2012-1226 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [NONE
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link
SecurityFocus | Exploit | (%) BUGTRAQ 20120210 Dolibarr CMS v3.2.0 Alpha - File Include Vulnerabilities

Fix: Multiple directory CONFIRM

traversal vulnerabilities text/html github.com/Dolibarr/dolibarr/commit/8f9b9987ffb42cfbe907fe31ded3001bfc1b341
with document.php -

Dolibarr/dolibarr@8f9b998

- GitHub

IBM X-Force Exchange € XF dolibarr-multiple-file-include(73136)

Dolibarr CMS v3.2.0 Alpha a EXPLOIT-DB 18480
- File Include
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https://cve.report/CVE-2012-1226/cve_org
https://cve.report/CVE-2012-1226.pdf
http://cve.report/software/dolibarr/dolibarr
http://cve.report/vendor/dolibarr
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.securityfocus.com/archive/1/521583
https://github.com/Dolibarr/dolibarr/commit/8f9b9987ffb42cfbe907fe31ded3001bfc1b3417
https://exchange.xforce.ibmcloud.com/vulnerabilities/73136
http://www.exploit-db.com/exploits/18480

Vulnerabilities text/html

Fix: Multiple directory [ github.com | CONFIRM
traversal vulnerabilities github.com/Dolibarr/dolibarr/commit/5381986e50dd6055f2b3b63281eaacffa0449

with backtopage -
Dolibarr/dolibarr@5381986
- GitHub

) BUGTRAQ 20120227 Re: Dolibarr CMS v3.2.0 Alpha - File Include

Vulnerabilities
Not Archived

403 Forbidden I ™ MISC www.vulnerability-lab.com/get_content.php?id=428

www.vulnerability-lab.com
text/plain
Not Archived

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

1 =g ]|

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Dolibarr Dolibarr 3.2.0 alpha All All
Application Dolibarr Dolibarr 3.2.0 alpha All All
Application Dolibarr Dolibarr Erp/crm 3.2.0 alpha All All

cpe:2.3:a:dolibarr:dolibarr:3.2.0:alpha:*:*:*:*:*:*:

cpe:2.3:a:dolibarr:dolibarr_erpVcrm:3.2.0:alpha:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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